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For the past three-quarters of a century, the United States has led the 
world in technological innovation and development. Catalyzed by the 
Sputnik satellite launch and the need to compete with the Soviet Union, 
the United States invested heavily in scientific research and develop-
ment (R&D). Technologies integral to our daily lives, including the 
internet, Global Positioning System (GPS), touch screens, solar panels, 
and LED technology, are in part or in whole the result of research spon-
sored by U.S. federal agencies. These investments helped propel the 
United States to become the richest nation on earth and ensure that its 
military enjoyed a qualitative edge over rivals’.

Today, however, the United States risks falling behind its compet-
itors, principally China. U.S. federal R&D as a percentage of gross 
domestic product (GDP) peaked at above 2 percent in the 1970s and 
has declined since, from a little over 1 percent in 2001 to 0.7 percent in 
2018. In 2015, for the first time since World War II, the federal govern-
ment provided less than half of all funding for basic research. China, 
meanwhile, is catching up, having increased its R&D expenditures by 
an average of 18 percent annually since 2000. Indeed, the Task Force 
concludes that China is closing the gap with the United States and will 
soon be one of the leading powers in emerging technologies.

In addition to the challenge posed by China, the accelerating pace of 
innovation, which is increasingly disruptive and transformative to soci-
eties, makes finding policy responses more difficult. Many advanced 
technologies necessary for national security are developed in the pri-
vate sector and built via complex supply chains that span the globe, 
making it harder for the U.S. government to use traditional policy 
levers to shape the manufacturing base. Further, the strained relation-
ship between the Department of Defense and elements of the private 
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sector means that adopting new technologies to strengthen national 
security can be tough. 

The Task Force argues the United States needs to respond urgently 
and comprehensively over the next five years and put forward a national 
security innovation strategy to ensure it is the predominant power in a 
range of emerging technologies such as AI and data science, advanced 
battery storage, advanced semiconductor technologies, genomics and 
synthetic biology, fifth-generation cellular networks (5G), quantum 
information systems, and robotics.

Such a strategy, the Task Force concludes, should be based on four 
pillars: restoring federal funding for R&D, attracting and educating a 
science and technology workforce, supporting technology adoption 
in the defense sector, and bolstering and scaling technology alliances. 
Given that many new technologies now used in the military sphere are 
first developed in the civilian sector, public-private partnerships will 
be needed. The Task Force report puts forward an array of thought-
ful policy prescriptions for the federal government, industry, and aca-
demia to achieve the goal of maintaining U.S. leadership.

In concrete terms, federal support for basic R&D will need to 
increase. Although private-sector investment has risen over the past 
three decades, it is no substitute for federally funded R&D that targets 
national strategic concerns. The report argues that “only the govern-
ment can make the type of investments in basic science that ignite dis-
coveries; such investments are too big and risky for any single private 
enterprise to undertake.” 

The Task Force recommends the United States introduce additional 
scholarships and modify immigration policies to enable its world-class 
universities to attract and educate a science and technology workforce. 
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U.S. federal agencies and military services should also devote a greater 
share of their budgets to supporting technology integration and reform 
their institutional cultures to allow for better integration of new 
technologies. 

The United States should partner with like-minded countries to 
develop common policies for the use and control of emerging technol-
ogies and work with major trading partners to promote the free flow 
of data and development of common technology standards. In this 
context, Washington’s current trade policies needlessly alienate part-
ners, raise costs for American tech firms, and impede the adoption of 
U.S. technology in foreign markets, and thus will harm U.S. innovative 
capabilities.

If it succeeds, the United States will continue to enjoy economic, 
strategic, and military advantages over potential rivals and would-be 
challengers. Failure, the Task Force rightly concludes, will lead to a 
future in which “rivals strengthen their militaries and threaten U.S. 
security interests, and new innovation centers replace the United States 
as the source of original ideas and inspiration for the world.”

An additional word on China. The Task Force finds that China wants 
to dominate the industries of the future and in a decade will likely spend 
more than any other country on R&D. While the Task Force “com-
mends the White House for confronting China on cyber espionage and 
IP [intellectual property] theft,” it also finds that “the administration is 
over-weaponizing trade policy, with long-term costs to U.S. innovation 
capabilities.” The Task Force concludes, “Slowing China down is not as 
effective as outpacing it.” The best way to answer China’s challenge is 
to compete more effectively. The response to this challenge must truly 
begin at home.

I would like to thank the Task Force chairs, James Manyika and Wil-
liam H. McRaven, for their significant contribution to this important 
project. My thanks extend to all the Task Force members for similarly 
lending their knowledge and experience. This report would not have 
been possible without CFR’s Adam Segal, who directed the Task Force 
and authored this report, and CFR’s Independent Task Force Program 
Director Anya Schmemann, who ably guided this project. They too 
have earned our thanks for taking on so complex and critical a subject. 

Richard N. Haass
President
Council on Foreign Relations 
September 2019
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2 Innovation and National Security

EXECUTIVE SUMMARY

The United States leads the world in innovation, research, and tech-
nology development. Since World War II, the new markets, industries, 
companies, and military capabilities that emerged from the country’s 
science and technology commitment have combined to make the 
United States the most secure and economically prosperous nation 
on earth. This seventy-year strength arose from the expansion of 
economic opportunities at home through substantial investments in 
education and infrastructure, unmatched innovation and talent ecosys-
tems, and the opportunities and competition created by the opening of 
new markets and the global expansion of trade. It was also forged in the 
fire of threat: It was formed and tested in military conflicts from the 
Cold War to the war in Afghanistan, in technological leadership lost 
and regained during competition with Japan in the 1980s, and in the 
internal cultural conflicts over the role of scientists in aiding the Pen-
tagon during the Vietnam War. Confronted with a threat to national 
security or economic competitiveness, the United States responded. So 
must it once again. 

This time there is no Sputnik satellite circling the earth to catalyze 
a response, but the United States faces a convergence of forces that 
equally threaten its economic and national security. First, the pace 
of innovation globally has accelerated, and it is more disruptive and 
transformative to industries, economies, and societies. Second, many 
advanced technologies necessary for national security are developed 
in the private sector by firms that design and build them via complex 
supply chains that span the globe; these technologies are then deployed 
in global markets. The capacities and vulnerabilities of the manufactur-
ing base are far more complex than in previous eras, and the ability of 
the U.S. Department of Defense (DOD) to control manufacturing-base 
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activity using traditional policy means has been greatly reduced. 
Third, China, now the world’s second-largest economy, is both a U.S.  
economic partner and a strategic competitor, and it constitutes a  
different type of challenger.1  Tightly interconnected with the United 
States, China is launching government-led investments, increasing its 
numbers of science and engineering graduates, and mobilizing large 
pools of data and global technology companies in pursuit of ambitious  
economic and strategic goals.

The United States has had a time-tested playbook for technologi-
cal competition. It invests in basic research and development (R&D), 
making discoveries that radically change understanding of existing  
scientific concepts and serve as springs for later-stage development 
activities in private industry and government. It trains and nurtures 
science, technology, engineering, and mathematics (STEM) talent at 
home, and it attracts and retains the world’s best students and prac-
titioners. It wins new markets abroad and links emerging technology 
ecosystems to domestic innovations through trade relationships and 
alliances. And it converts new technological advances into military 
capabilities faster than its potential adversaries. 

Erosion in the country’s leadership in any of these steps that drive 
and diffuse technological advances would warrant a powerful reply. 
However, the United States faces a critical inflection point in all of 
them. There is a great deal of talk among policymakers, especially in 
the Defense Department, about the importance of innovation, but the 
rhetoric does not translate fast enough into changes that matter. The 
Task Force believes that the government and the private sector must 
undertake a comprehensive and urgent response to this challenge over 
the next five years. Failure to do so will mean a future in which other 
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countries reap the lion’s share of the benefits of technological develop-
ment, rivals strengthen their militaries and threaten U.S. security inter-
ests, and new innovation centers replace the United States as the source 
of original ideas and inspiration for the world.  

The major findings of the Task Force are:

• Countries that can harness the current wave of innovation, mitigate its 
potential disruptions, and capitalize on its transformative power will 
gain economic and military advantages over potential rivals. 

• The United States has led the world in innovation, research, and tech-
nology development since World War II, but that leadership is now at risk. 

• U.S. leadership in science and technology is at risk because of a decades-
long stagnation in federal support and funding for research and devel-
opment. Private-sector investment has risen, but it is not a substitute 
for federally funded R&D directed at national economic, strategic, and 
social concerns. 

• Friends, allies, and collaborators tightly link technology ecosystems 
and create scale in a globalized system of innovation, and thus are a 
competitive advantage. Washington’s current trade policies needlessly 
alienate partners, raise costs for American tech firms, and impede the 
adoption of U.S. technology in foreign markets. 

• A central strength of the U.S. innovation environment has been a 
steady pipeline of domestic STEM talent and the country’s ability to 
attract the best and brightest students, engineers, and scientists from 
around the world. A lack of strong education initiatives at home and 
new barriers to talented foreign students’ and workers’ coming to and 
remaining in the United States will have long-term negative economic 
and national security consequences.

• The Defense Department and the intelligence community will fall 
behind potential adversaries if they do not rapidly access and deploy 
technologies developed in the private sector.

• The defense community faces severe challenges in attracting and 
retaining tech talent. 
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• The defense community faces deteriorating manufacturing capabili-
ties, insecure supply chains, and dependence on competitor nations for 
hardware.

• A persistent cultural divide between the technology and policymaking 
communities threatens national security by making it more difficult for 
the Defense Department and intelligence community to acquire and 
adopt advanced technologies from the private sector and to draw on 
technical talent.

• China is investing significant resources in developing new technol-
ogies, and after 2030 it will likely be the world’s largest spender on 
research and development. Although Beijing’s efforts to become a sci-
entific power could help drive global growth and prosperity, and both 
the United States and China have benefited from bilateral investment 
and trade, Chinese theft of intellectual property (IP) and its market- 
manipulating industrial policies threaten U.S. economic competitive-
ness and national security.

• China is closing the technological gap with the United States, and 
though it may not match U.S. capabilities across the board, it will soon 
be one of the leading powers in technologies such as artificial intelli-
gence (AI), robotics, energy storage, fifth-generation cellular networks 
(5G), quantum information systems, and possibly biotechnology.

• Although the Donald J. Trump administration has boosted the budgets 
of several technology-related organizations within the DOD and issued a 
number of executive orders, its efforts to accelerate innovation in critical 
frontier technologies such as AI are too incremental and narrow in scale.

• The United States is ahead of the rest of world in AI, but others are clos-
ing the gap—and U.S. failure to compete for global talent could result 
in the loss of its lead.

• In the race for the next generation of communications technologies, the 
Trump administration has developed only a few parts of what should 
be a multifaceted strategy. It has failed to coordinate a response to 
Huawei’s global expansion, muddied its message about the company’s 
economic and national security risks, and not sufficiently accelerated 
domestic efforts to deploy 5G. 

Executive Summary
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• Beijing has often exploited the openness of the American system. 
Efforts to protect U.S. intellectual property are a necessary comple-
ment to, but not a substitute for, innovating faster than China. The 
administration is over-weaponizing trade and investment policy, with 
costs to U.S. innovation. 

The United States needs a national security innovation strategy 
that ensures it is the predominant power in a range of emerging and 
foundational technologies over the next two decades. This Task Force 
report offers policy recommendations for the federal government, 
industry, and academia. Progress on this issue will require contributions 
and creativity from all three sectors if the United States is to maintain 
its ability to lead the world in the scientific and technological 
innovations necessary to its security and economic vitality. Some of the 
recommendations can be implemented in the short term; others will 
require more systemic change. 

A new U.S. innovation strategy should be based on four pillars: 
funding, talent, technology adoption, and technology alliances and 
ecosystems. Action is required over the next five years. The major 
recommendations of the Task Force are:

Restore Federal Funding for Research and Development

• The White House and Congress should restore federal funding for 
research and development to its historical average. This would mean 
increasing funding from 0.7 percent to 1.1 percent of gross domestic 
product (GDP) annually, or from $146 billion to about $230 billion (in 
2018 dollars). Only the government can make the type of investments in 
basic science that ignite discoveries; such investments are too big and 
risky for any single private enterprise to undertake.

• Federal and state governments should make an additional strategic 
investment in universities. The investment, of up to $20 billion a year 
for five years, should support cross-disciplinary work in areas of press-
ing economic and national security interest.

• The White House should announce moonshot approaches to society- 
wide national security problems. This would support innovation in 
foundational and general-purpose technologies, including AI and data 
science, advanced battery storage, advanced semiconductors, genomics 
and synthetic biology, 5G, quantum information systems, and robotics.
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Attract and Educate a Science and Technology Workforce

• The White House, Congress, and academia should develop a twenty- 
first-century National Defense Education Act (NDEA), with the goal 
of expanding the pipeline of talent in science, technology, engineering, 
and mathematics. A twenty-first-century NDEA would support up to 
twenty-five thousand competitive STEM undergraduate scholarships 
and five thousand graduate fellowships.

• Universities, federal and state government, and business should address 
the underrepresentation of minorities and women in STEM fields 
through mentoring, training, research experience, and academic and 
career advising. They should also provide financial support for room 
and board, tuition and fees, and books, as well as assessments of job 
placement opportunities in STEM fields, highlighting employers with 
clear track records of fairness in hiring, promotion, and pay. 

• Federal agencies, the private sector, and universities should work 
together to support debt forgiveness for students going into specialized 
technology sectors.

• The United States needs to make it easier for foreign graduates of U.S. 
universities in scientific and technical fields to remain and work in the 
country. Congress should “staple a green card to an advanced diploma,” 
granting lawful permanent residence to those who earn a STEM  
master’s degree or doctorate. Congress should also pass the Develop-
ment, Relief, and Education for Alien Minors (DREAM) Act.

• Congress should pass legislation that permits immigrants to live and 
work in the United States if they can raise funds to start new companies.

• The federal government should make targeted—rather than sweeping 
—efforts to prevent the theft of scientific knowledge from American 
universities.

Support Technology Adoption in the Defense Sector 

• Federal agencies and each of the military services should dedicate 
between 0.5 and 1 percent of their budgets to the rapid integration 
of technology. The heads of each agency should also hire a domain  
specialist deputy for fast-track technologies (for example, data sciences, 

Executive Summary



8 Innovation and National Security

robotics, and genomics) from outside the government for a two- to 
four-year assignment.

• Congress should establish a new service academy, the U.S. Digital Ser-
vice Academy, and a Reserve Officer Training Corps for advanced tech-
nologies (ROTC-T) to foster the next generation of tech talent. 

• Lifelong career paths should be complemented with more short-term, 
flexible options. The White House and Congress should bring people 
from the technology industry into all three branches of the govern-
ment for temporary rotations. They should also develop new fellow-
ships to encourage the circulation of technologists, military officers, 
and federal officials between the technology sector and the Defense 
Department.

Bolster and Scale Technology Alliances and Ecosystems

• The State and Treasury Departments should create a technology alli-
ance to develop common policies for the use and control of emerging 
technologies. 

• The Department of Commerce should work with major trading part-
ners to promote the secure and free flow of data and the development of 
common technology standards.

• The Department of Commerce and the U.S. International Develop-
ment Finance Corporation should encourage American start-ups in 
AI and data science, genomics and synthetic biology, quantum infor-
mation systems, and other frontier technologies to invest in, export to, 
and form R&D partnerships with firms in emerging technology eco-
systems. The goal would be fostering early adopters, developers, and 
customers who will build on U.S. technologies.

• The Department of Energy (DOE), Department of State, National 
Institutes of Health (NIH), National Science Foundation (NSF), Office 
of Science and Technology Policy (OSTP), and other relevant agencies 
should develop a network of international cooperative science and tech-
nology partnerships, open to governments and the private sector, to 
apply frontier technologies to shared global challenges, such as climate 
change. Federal agencies should not only fund efforts that will include 
cooperation with other nations’ science organizations but should also 
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provide R&D and tax incentives for tech firms to form international 
collaborative partnerships.

During the early years of the Cold War, confronted by serious 
technological and military competition from the Soviet Union, the 
United States invested heavily in its scientific base. Those investments 
ensured U.S. technological leadership for fifty years. Faced with the 
rise of China and a new wave of disruptive technological innovation, 
the country needs a similar vision and an agenda for realizing it. The 
United States must once again make technological preeminence a 
national goal.

Executive Summary
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INTRODUCTION

Since World War II, U.S. scientific innovation and technological entre-
preneurship have ensured the country’s economic success and national 
security. For most of this period, the United States enjoyed global lead-
ership in innovation, measured in research and development spending 
as well as in patents, scientific paper production, and output from the 
technology industry. An extraordinary pool of technical and scientific 
talent generated numerous breakthroughs in economically and strate-
gically important fields. GDP growth in the postwar period depended, 
in roughly equal measure, on labor supply and productivity growth 
driven by technological innovation.2  The United States was the world’s 
largest, most dynamic market, to which other countries and innova-
tors looked for inspiration. Technological predominance supported 
military leadership, which in turn ushered in a season of unparalleled 
prosperity. 

Today, this leadership position is at risk. The federal government 
makes investments in basic science that are too big and risky for the 
private sector to undertake, and these investments can spark discover-
ies. But over the last two decades, Washington has failed to maintain 
adequate levels of public support and funding for basic science. Federal 
investment in R&D as a percentage of GDP peaked at 1.86 percent in 
1964 but has declined from a little over 1 percent in 1990 to 0.66 per-
cent in 2016. Current trade policies needlessly alienate friends and 
allies, increase costs and unpredictability for American tech firms, 
and impede the adoption of U.S. technology in foreign markets, there-
fore threatening U.S. science and technology capabilities. The White 
House is raising new barriers to entry of foreign students and entre-
preneurs, undermining the United States’ ability to attract and retain 
global talent. In addition, the Defense Department’s acquisition and 
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development processes, designed for stability and predictability, strug-
gle to keep pace with rapid developments in software, physical, and bio-
logical systems. 

The United States has faced and responded to technological com-
petition in the past. This time, however, developing a national response 
will be more difficult because of three challenges. First, the pace of 
innovation has accelerated, with new technologies diffusing to users 
and businesses much more quickly than they used to. Moreover, new 
technologies, particularly artificial intelligence, could redefine the 
nature and role of work, reshaping the economy and challenging local, 
national, and global political institutions and governance frameworks.

Second, many advanced technologies necessary for national secu-
rity are multiple-use and developed in the private sector by firms that 
design and build them via complex supply chains that span the globe. 
The Defense Department’s access to the private sector and new tech-
nologies is essential to national security, but the United States has less 
ability to shape the manufacturing base through traditional policy 
levers. This private-sector dominance has also resulted in critical tech-
nologies’ becoming widely available to all countries, even potential 
adversaries. Military advantages will go to the countries that integrate 
commercial technologies more quickly. 

Third, China is a different type of challenger (see figure 1). The Chi-
nese economy is likely to become larger than the U.S. economy between 
2030 and 2040. But the size of the economy may not matter as much as 
Beijing’s promotion of a new model of innovation that combines strate-
gic planning; government-led investments and spending; a permissive 
regulatory environment; internationally competitive technology plat-
forms; large pools of personal, health, industrial, and other data; and 
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growing numbers of skilled STEM talent. Both the U.S. and Chinese 
science and technology systems have benefited from the countries’ 
close ties and the flow between them of people, money, and products, 
but China has also taken advantage of the openness of the U.S. innova-
tion system by engaging in the theft of American intellectual property.3 
In addition, the Chinese government is devoting significant resources 
to converting new science and technology capabilities into military 
strength. 

The United States needs a national security innovation strategy 
that ensures it is the predominant power over the next two decades in 
a range of emerging technologies, in particular AI and data science, 
advanced battery storage, advanced semiconductor technologies, 5G, 
quantum information systems, and robotics, as well as in critical bio-
technologies, including genomics and synthetic biology. Failure to take 
on these challenges risks the United States’ losing the economic and 
national security benefits it has enjoyed over its decades of technologi-
cal leadership and investment.

Source: Organization for Economic Cooperation and Development.
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FINDINGS
Speed, Disruption, and Scale

A new wave of innovation is being driven by the convergence of 
advances in software, physical, and biological systems.4 Increased auto-
mation, pervasive connectivity, and improved analytics are remaking 
services and manufacturing. New technologies such as genomics (com-
prehensive methods for studying the molecular biology of genes, cells, 
and physiology), additive printing (also known as three-dimensional, 
or 3-D, printing), and the Internet of Things are merging the physical, 
biological, and digital worlds. 

This wave of innovation is characterized by speed, disruption, and 
scale. The period between technological breakthroughs is decreasing, 
and the pace of adoption of technologies is much faster than in the past 
(see figure 2). After Alexander Graham Bell invented the phone, fifty 
years passed before half of all American homes had one; but only five 
years after the invention of the smartphone, half of all Americans had 
one.5 It took hundreds of millions of dollars for scientists to sequence 
the first human genome, in 2004; fifteen years later, machines can 
sequence genomes for approximately $600 each.6

The disruption of technology incumbents is also accelerating. In 
1958, companies spent an average of sixty-one years on the S&P 500. By 
2011, the average had dropped to seventeen years, and at the current rate 

Countries that can harness the current wave of innovation, 
mitigate its potential disruptions, and capitalize on its trans-
formative power will gain economic and military advantages 
over potential rivals. 

Speed, Disruption, and Scale
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of change, in another ten years 75 percent of companies currently on the 
S&P 500 will be off it. Greater agility is required to remain competitive. 

The scope of change is also broader. AI and automation will cause 
major changes in the workforce, as a previous CFR Independent Task 
Force report explored.7 There is a great deal of uncertainty about how 
much job loss will result: a study from the University of Oxford pre-
dicted that 47 percent of U.S. jobs could be automated within the next 
decade, a McKinsey Global Institute report estimated that 23 percent 
of jobs could be displaced by automation by 2030, and the Organization 
for Economic Cooperation and Development (OECD) found that just 
9 percent of jobs in the United States were at high risk. But these are 
gross losses, not net losses, and new jobs are likely to be created by the 
application of new technology. Therefore, technological change will 
create losers and winners. Automation tends to complement the exper-
tise, judgment, and creativity of highly educated individuals perform-
ing technical, professional, and managerial work. It tends to displace 
middle-skill (often non-college-educated) workers performing routine 
tasks that can be coded in production, clerical, administrative, and sales 

Source: Our World in Data.

Fi gure  2 .  T HE PACE OF TECHNOLOGY  
ADOPT ION IS ACCELERAT I NG
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roles. Even with training and educational investments, more Ameri-
cans may end up working in lower-wage jobs.8

These overlapping characteristics make forging a successful inno-
vation strategy more difficult and heighten the costs of failure. Nations 
that fall behind are likely to lack critical building blocks of economic 
and military power. They are less likely to have a say in how new tech-
nologies are developed and governed around the world. 

Speed, Disruption, and Scale
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The U.S. Innovation System

Before the war, federal funding for research and development was 
small. During the war, funding for research and development grew by 
a factor of twenty, large federal laboratories were founded, and federal 
money went to universities for research and training. As a result, sci-
entists and engineers made contributions to the war effort, including 
synthetic rubber, radar, the radio proximity fuse, guided missiles, and 
the atomic bomb.

Fearing the loss of these efforts after the war, Vannevar Bush, the 
director of the Office of Scientific Research and Development and the 
first scientific advisor to a president, delivered a report in 1945 titled 
Science: The Endless Frontier that justified continued federal support 
for science and technology as the basis of economic and national secu-
rity. According to Bush, pushing these “new frontiers of the mind” was 
essential “to our security as a nation, to our better health, to more jobs, 
to a higher standard of living, and to our cultural progress.”9

Bush helped formalize a “pipeline” model of radical innovation, 
focused on creating new-to-the-world products. The innovation pro-
cess starts with federal investment in R&D, which then passes through 
universities that promote research and training, and ends with new 
products that are developed and commercialized in the private sector. 
Although Science: The Endless Frontier laid out a linear model starting 

The United States has led the world in innovation, research, 
and technology development since World War II, but that 
leadership is now at risk. 
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with basic research, the reality has always been more complex, with 
feedback loops between the different stages. 

The flow of technologies through the pipeline was often accelerated 
by the need to respond to political crises.10 For example, following the 
Soviet Union’s launch of Sputnik in 1957, the Dwight D. Eisenhower 
administration broadened the front of the pipeline through the National 
Defense Education Act, which created new graduate fellowships in 
science and math, provided low-interest loans to undergraduate and 
graduate students, supported the development of modern curricula in 
science and math for K–12 education, and funded training institutes for 
science teachers. Between 1957 and 1961, federal investment in R&D 
nearly doubled, and total government outlays for basic science at the 
National Science Foundation and other agencies almost tripled.11 Con-
gress also supported accelerants at later stages in the pipeline, establish-
ing NASA and the Advanced Research Projects Agency (which became 
the Defense Advanced Research Projects Agency, or DARPA) to focus 
on high-risk, high-gain applied development. 

Federally supported R&D had a dramatic impact on U.S. competi-
tiveness and national security. According to a 2019 study, starting in the 
2010s nearly one-third of patented U.S. inventions relied on federally 
funded science (see figure 3).12 Touch screens, the Global Positioning 
System (GPS), and internet technologies central to the smartphone are 
all products of Defense Department research. Department of Energy 
research grants played a role in the development of Tesla’s batteries 
and solar panels, shale gas hydraulic fracturing, light-emitting diode 
(LED) technology, and 4-D and 5-D seismic imaging. Grants from the 
NSF were important to the building of the internet, Google’s search 
engine, and magnetic resonance imaging (MRI) machines. Funding 

The U.S. Innovation System
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Source: Information Technology and Innovation Foundation.

Fi gure  3 .  FEDERALLY FUNDED I NNOVAT IONS
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from the NIH drove research that supported the sequencing of the 
human genome, advances in prosthetics, and the cancer drug Gleevec 
(imatinib).13 Between 1988 and 2010, $3.8 billion of federal investment 
in genomic research generated an economic impact of $796 billion and 
created 310,000 jobs.14 A new wave of support for basic research could 
have similar economic and military benefits.

The strengths of the U.S. innovation system have been magnified 
by the U.S. role as a central node in a global network of research and 
development. Multilateral trade agreements promoted the (relatively) 
free flow of goods, investment, and—more recently—services and 
data. Federal agencies pursued a wide range of international cooper-
ative projects on clean energy, pandemic response, food security, and 
other transnational challenges. U.S. companies opened R&D centers 
and developed research partnerships in places such as Beijing, China; 
Bengaluru, India; Dublin, Ireland; Haifa, Israel; Manchester, United 
Kingdom; and Toronto, Canada. American universities have long had 
large foreign student populations and partnerships with their foreign 
peers, and U.S. scientists were the coauthors of choice on scientific 
papers at higher rates than their counterparts abroad. Innovation was 
driven in part by the inclusive institutions and networks that connected 
the United States to the rest of the world.

The United States’ open, democratic system was a beacon for tal-
ented scientists and engineers from around the world. Immigrants 
have won half of the nation’s Fields Medals (for outstanding achieve-
ment in mathematics) and a large share of the nation’s Nobel Prizes, 
and they are roughly twice as likely as native-born Americans to start a 
new business. Sixty percent of the most highly valued technology com-
panies today were founded by immigrants to the United States or the 
children of immigrants, and in 2014, one-quarter of new engineering 
and technology start-ups had an immigrant founder.15 eBay, Intel, and 
Google were all founded or cofounded by immigrants (respectively, 
Pierre Omidyar, Andy Grove, and Sergey Brin).

In 2017, all U.S. investment in R&D—from public and private 
sources—totaled $496 billion, more than in any other country. Amer-
ican universities dominate the global list of educational institutions 
advancing science, inventing new technologies, and spurring new 
sectors.16 Private-sector investment and R&D continue to be robust, 
driving new waves of invention and commercialization. Business R&D 
increased from $70 billion in 1980 to $300 billion in 2016, a 340 percent 
rise (see figure 4).17 U.S. technology companies significantly outspend 
their competitors on R&D. In 2017–18, U.S. firms, led by Amazon and 

The U.S. Innovation System
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Alphabet (Google’s parent company), invested more than $5 in R&D 
for every $1 spent by Chinese companies.18

Moreover, the total amount of venture capital (VC) invested in U.S.-
based companies has risen from $14.5 million in 1980 to $131 billion 
in 2018.19 The United States attracted more than half the global invest-
ment in seed-stage funding (funding that supports proof of concept 
or early product development), followed by China. The United States 
leads the world in providing business, financial, and information ser-
vices, and despite the rise of China, U.S. technology companies are the 
largest producer of high-technology manufacturing, with 31 percent of 
global share (though recently American companies have moved more 
of their production offshore).20 In short, the U.S. innovation system 
retains great strengths.

 

Source: American Association for the Advancement of Science.
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Cracks in the Foundation

U.S. innovation leadership is not guaranteed. Public spending on basic 
science drives discoveries that would have been too big and risky for a 
private company to undertake. In effect, federal investment funds R&D 
with national economic, strategic, and social returns, while private- 
sector R&D is motivated by commercial returns. Moreover, public 
R&D creates spillovers that benefit the entire economy and incentivize 
greater R&D funding in the private sector. Yet despite its importance 
to the nation’s innovation base, federal spending on research and devel-
opment as a percentage of the overall economy has declined since the 
mid-1980s, from 1.2 percent of GDP in 1985 to 0.66 percent in 2016 
(see figure 5).21

The end of the Cold War hastened this downward trend, as did the 
budget sequestration in the aftermath of the 2008 financial crisis, which 
mandated deep cuts to federal spending, including federal R&D. (How-
ever, research spending received a boost during the crisis, through the 
American Recovery and Reinvestment Act.) Federal R&D as a per-
centage of the budget peaked at close to 12 percent in the mid-1960s 
because of the Apollo space program but declined in the years after its 
end, to close to 3 percent in 2017.22 The main lever to increase research 
spending would be to reverse the long-term decline in overall domes-
tic discretionary spending, since federal spending on civilian research 
as a percentage of domestic discretionary spending has been relatively 
steady over the last decades.

The private sector is becoming the largest funder of research, with 
respect to not only commercially viable applied research but basic R&D 
as well. In 2015, for the first time since World War II, the federal gov-
ernment provided less than half of all funding for basic research.23 But 
the private sector invests a much smaller share of its revenues in riskier, 
early-stage basic and applied research than in later-stage development. 

U.S. leadership in science and technology is at risk because 
of a decades-long stagnation in federal support and funding 
for research and development. Private-sector investment 
has risen, but it is not a substitute for federally funded R&D 
directed at national economic, strategic, and social concerns. 

The U.S. Innovation System
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In the past, corporate research laboratories such as Bell Labs and IBM 
Research made early-stage investments in translating basic science 
into products. Corporations now face short-term market and share-
holder pressures to focus on incremental advances in existing tech-
nologies. They are not funding research and development that leads to 
new breakthroughs in science and engineering and spurs commercial 
growth later.

President Trump came into office with the intention of cutting the 
federal budget, and he has repeatedly proposed deep reductions to 
nondefense R&D spending, as well as to overall domestic discretionary 
spending. Congress has rejected these cuts, instead passing an omni-
bus spending bill in 2018 that provided the largest increase in R&D 
funding in nearly a decade, made possible by a significant increase in 
the cap on domestic discretionary spending and on defense spend-
ing.24 The president’s 2020 budget request has again proposed sharp 
reductions in R&D funding, including a 13 percent cut to the NSF, a 
12 percent cut to the NIH, and the elimination of Advanced Research 
Projects Agency-Energy, a program that funds speculative environ-
mental technologies.25

The Task Force believes the Trump administration is failing to 
provide the long-term leadership in R&D required to protect U.S. 

Source: National Science Foundation.
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prosperity and security. The White House needs to recognize the 
urgency of the innovation challenge and reach an agreement with Con-
gress on the budget caps for fiscal years (FY) 2020 and 2021.

Trade Disputes’ Disruption of Innovation

The Task Force warns that the Trump administration’s indiscriminate 
use of tariffs against China, as well as partners and allies, will harm U.S. 
innovative capabilities. The White House has rightfully targeted Bei-
jing’s market-manipulating policies and theft of intellectual property as 
central issues in the bilateral relationship. But extensive tariffs on Chi-
nese information and communications technology (ICT) products will 
increase component costs for U.S. companies, leaving them less money 
for their own U.S. ICT investment, and will thus lower productivity 
and slow the growth of output by perhaps $163 billion over the next ten 
years.26 The tariffs also disproportionately target imports of intermedi-
ate inputs—products American companies purchase to combine with 
other materials to place in final products and then sell globally. As a 
result, U.S. goods are more expensive and thus less competitive against 
those of other producers. The trade wars also impede the adoption and 
deployment of American technologies in foreign markets, as Canada, 
the European Union, Mexico, Russia, and Turkey have all retaliated 
against American exports.27

Moreover, Trump’s declaration that trade disputes with friends 
and partners are based on national security threats and his willingness 
to enter into intensive trade battles with friends and adversaries alike 
have undermined alliances and thus weakened efforts to change Chi-
na’s behavior. Asian and European partners are also concerned about 
China’s technology threat and the erosion of their industrial base. The 
European Commission’s March 2019 review of the EU’s relations with 

Friends, allies, and collaborators tightly link technology eco-
systems and create scale in a globalized system of innovation, 
and thus are a competitive advantage. Washington’s current 
trade policies needlessly alienate partners, raise costs for 
American tech firms, and impede the adoption of U.S. tech-
nology in foreign markets.

The U.S. Innovation System



24 Innovation and National Security

China, for example, criticizes Beijing for “preserv[ing] its domestic 
markets for its champions, shielding them from competition through 
selective market opening, licensing and other investment restrictions; 
[and] heavy subsidies to both state-owned and private sector compa-
nies.”28 U.S. tariffs on products from friends complicate, if not make 
impossible, any effort to build a broad coalition and simultaneously 
make it easier for Beijing to play trading partners against each other. 

The Trump administration erred in withdrawing from the Trans- 
Pacific Partnership (now known as the Comprehensive and Progres-
sive Agreement for Trans-Pacific Partnership, or CPTPP). Joining the 
CPTPP, a trade deal covering twelve countries and close to 40 percent 
of the global economy, would have strengthened U.S. leadership in Asia 
and increased leverage on Beijing. China would have faced pressure to 
conform to CPTPP trade rules in order to attract investment, and leav-
ing the agreement weakened U.S. credibility with its Asian allies.29

The United States has also gradually been decentered in global sci-
entific and technology networks. This is due partly to the rise of Brazil, 
India, and other hubs of scientific discovery. But China is also compet-
ing with the United States for the roles of funder and partner, promot-
ing scientific collaboration as part of the Belt and Road Initiative (BRI), 
its effort to connect to the Indian Ocean, Persian Gulf, and Europe. The 
Chinese Academy of Sciences, for example, has invested almost $268 
million as part of the BRI and opened nine research and training cen-
ters in Africa, Central Asia, South America, and South and Southeast 
Asia.30

The Narrowing Talent Pipeline

A central strength of the U.S. innovation environment has 
been a steady pipeline of domestic STEM talent and the coun-
try’s ability to attract the best and brightest students, engi-
neers, and scientists from around the world. A lack of strong 
education initiatives at home and new barriers to talented 
foreign students’ and workers’ coming to and remaining in 
the United States will have long-term negative economic and 
national security consequences.
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The United States is also seeing a decline in its ability to attract highly 
educated immigrants, and the number of new international students 
enrolling at American institutions fell by 6.6 percent during the 2017–
18 academic year, after a 3.3 percent decline the year before.31 These 
decreases have been driven by increased competition from other coun-
tries for talent, as well as by U.S. gun violence, public safety fears, and 
concern about restrictive immigration policies. Recent policy deci-
sions, such as two 2017 executive orders banning travel to the United 
States for citizens from seven Muslim-majority countries, have com-
plicated scientific exchange. These travel restrictions have disrupted 
researchers’ plans, and a number of technology conferences, such as a 
meeting of the Internet Engineering Task Force, have been rescheduled 
to venues outside the United States to allow foreign participation.32

Actions by the Trump administration to limit H-1B visas have ham-
pered tech firms that rely on top global talent to staff their operations. 
The denial rate for applicants trying to extend their visas grew from 
4 percent in 2016 to 12 percent in 2018 to 18 percent in the first quar-
ter of 2019.33 The administration has also proposed ending the work 
authorizations for H-4 visa holders (the spouses of H-1B visa holders), 
making it yet more difficult to retain talent. In addition, in June 2017, 
the Department of Homeland Security (DHS) proposed ending the 
International Entrepreneur Rule, which provides temporary residency 
to foreign entrepreneurs starting a business in the United States. Other 
countries, such as Australia and Canada, are using these developments 
to lure talent. In a 2019 survey of four hundred U.S. hiring profession-
als from big and small companies, 63 percent said they were increasing 
their presence in Canada, either by sending more workers there or by 
hiring foreign nationals, because of U.S. immigration policies.34

In May 2019, the White House announced a new merit-based 
immigration plan, which would replace the family-based system of 
green card issuance with a Build America visa favoring workers with 
“extraordinary talent,” “professional and specialized vocations,” and 
“exceptional academic track records.” The changes could result in up to 
5,340 more immigrants with a master’s degree or higher getting visas.35 
Even if the plan were to gain support in Congress, which currently 
looks unlikely, the Task Force does not believe the Build America visa 
effectively addresses the global talent race since it does not allow immi-
grants highly skilled in tech to bring their families with them. Very few 
skilled workers will come to the United States without their families 
when they can choose similar opportunities in Australia, Canada, or 
the United Kingdom and keep their families together. 

The U.S. Innovation System
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Concerns about whether the United States itself is producing 
enough scientists, engineers, and technologists date back to Sputnik 
and the competition with the Soviet Union, and have reemerged almost 
every decade since. Today, an increasing percentage of college gradu-
ates major in STEM fields, but significant shortfalls remain in govern-
ment and industry in specific sectors such as cybersecurity, mechanical 
engineering, systems engineering, and aerospace engineering.36 U.S. 
universities are currently projected to produce fewer than 30 percent 
of the required number of graduates to fill the 1.4 million computer 
specialist job openings. Moreover, a smaller number of these students 
are American citizens, as the proportion of foreign students studying 
STEM subjects in the United States has doubled in the last thirty years. 
One estimate is that given current trends, international students will 
make up half of all STEM doctorates by 2020.37

It is important to note that the United States is not fully utilizing 
American talent, either. Minorities and women remain underrep-
resented in STEM fields. Only 2.2 percent of Latinos, 2.7 percent of 
African Americans, and 3.3 percent of American Indians and Alaska 
Natives hold a university degree in STEM fields.38 Women constitute 47 
percent of the overall workforce but only 28 percent of the science and 
engineering workforce, and women in tech jobs leave the field at a rate 
45 percent higher than men.39 More inclusive environments not only 
would address talent shortages and inequality of opportunity, but also 
are essential to economic and national security since they are demon-
strated to be more innovative.40
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The accelerating pace of innovation and the importance of private-
sector R&D have strong implications for national security. Many of the 
technologies that are central to U.S. military predominance over peer 
and near-peer competitors—precision munitions, unmanned aerial 
systems, and other technology-enabled capabilities deployed in the 
past eighteen years—emerged from research sponsored by the federal 
government. The Pentagon funded almost 50 percent of the research 
and development in semiconductors from the 1950s until the 1970s. The 
shift to the private sector began in the 1980s, and by 1999 the Defense 
Science Board Task Force on Globalization and Security noted that the 
Defense Department was “relying increasingly on the U.S. commercial 
advanced technology sector to push the technological envelope and 
enable the Department to ‘run faster’ than its competitors.”41

Today, the Defense Department cannot remain ahead of potential 
adversaries without access to an expanded pool of technologies 
developed in the private sector. Technology companies innovate the 
software, computational capabilities, data analytics, and processing 
speed that drive the leading edge of cyber, space-based, unmanned, 
autonomous, and other complex military systems. While the DOD’s 
research, development, test, and evaluation (RDT&E) budget increased 
from $37 billion to $66 billion, or roughly 175 percent, over the past 

The Defense Department and the intelligence community will 
fall behind potential adversaries if they do not rapidly access 
and deploy technologies developed in the private sector.

The National Innovation 
Security Base

The National Innovation Security Base
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four decades, global R&D spending increased more than 1,875 percent 
during a similar period.42 In 2015, the top four U.S. defense contractors 
combined spent only 27 percent of what Google does annually on 
R&D.43 This gap has only widened (see figure 6).

Many of the tech sector’s new advanced technologies are multiple- 
use, benefiting both economic and military power. There are inter- 
connections between the private sector’s investing in and developing 
these technologies and the military’s using them, but the private 
sector and military are governed by different rules and frameworks. 
Moreover, the defense base is national, while technology companies 
operate globally. The Defense Department has no monopoly on new 
technologies, as they are increasingly available to all nations, including 
U.S. competitors. As a result, competitive advantage derives from 
identifying emerging technologies and fielding complex systems more 
quickly. The 2018 National Defense Strategy notes, “Success no longer 
goes to the country that develops a new fighting technology first, but 
rather to the one that better integrates it and adapts its way of fighting.”44

The U.S. military services have difficulty capitalizing on new 
technological developments in the private sector because of inflexible 
capital allocation and acquisition processes. As the 2018 strategy 
points out, the Defense Department “is over-optimized for exceptional 
performance at the expense of providing timely decisions, policies, 
and capabilities to the warfighter.” The battle systems of the future are 
software intensive, but bureaucracies designed to prevent waste and 
corruption are poor matches with a software development process that 
is iterative and where the end product is often unknown. 

An April 2019 study on software acquisition by the Defense 
Innovation Board (DIB), an independent advisory committee to the 
DOD, concludes that “a large amount of DOD’s software takes too long, 
costs too much, and is too brittle to be competitive in the long run.”45  
Most DOD software projects adopt a “waterfall” development process 
that involves forming requirements, taking bids, selecting contractors, 
and then executing programs so they meet the listed requirements. The 
whole process can take so long that when the software is eventually 
deployed, it no longer matches operational needs. In addition, the 
Pentagon runs many closed proprietary and legacy systems, such as the 
Strategic Automated Command and Control System, which runs on 
a 1970s-era IBM computer system, and the Computerized Movement 
Planning and Status System, which uses Windows 2008.46 Systems like 
these are expensive to maintain and force operators and warfighters 
into costly, time-consuming work-arounds. The DIB report warns 
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that if the Pentagon “does not take steps to modernize its software 
acquisition and development practices, we will no longer have the best 
military in the world, no matter how much we invest or how talented 
and dedicated our armed forces may be.”

The DOD is only now adapting to start-up businesses, which 
require faster decisions and smaller funding increments. The economic 
incentives for start-ups to partner with the government are, however, 
mixed. Entrepreneurs must navigate complex bureaucracies and 
contracting processes. Most venture-backed companies are expected 
to start earning revenue within eighteen months, but it can take the 
Defense Department two years to award a contract, followed by 
testing, approval, and prototyping. In that time, the original technology 
may have also changed. Early-stage ventures thus often focus on the 
commercial sector, with its more reliable revenue and shorter sales cycles. 

Not everything, of course, can “fail fast.” Weapons platforms that 
involve large numbers of warfighters in the loop, such as airplanes, 
submarines, and ships, will always demand longer development 
times, exceptional performance, and steady oversight. The challenge for 
lawmakers and Pentagon leaders is to balance risk and supervision 
appropriately. 

In-Q-Tel, a venture capital firm established by the Central  

Source: PwC.
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Intelligence Agency, has been investing in start-ups with defense- and 
intelligence-related technologies since 1999. A number of more recent 
efforts have been made to shift portions of the Defense Department’s 
procurement and deployment process closer to the funding models 
of the tech sector. DARPA’s Cyber Fast Track program, now closed, 
opened up R&D competitions to start-ups and hackers, who rarely 
worked with the DOD. The program awarded 130 contracts at an 
average cost of nearly $150,000 between two and sixteen days after 
first proposal.47 The Defense Innovation Unit (DIU), created in 2015, 
has opened offices in Austin, Boston, and Silicon Valley to develop 
relationships with technology ecosystems and streamline procurement 
processes. In its first years, DIU awarded sixty-five contracts worth $200 
million in the areas of artificial intelligence, autonomy, human systems, 
information technology (IT), and space.48 DIU has also fostered the 
growth of software and hardware companies seeking specifically to 
serve the Defense Department. These are welcome efforts that should 
now be bolstered and expanded.

A Shortage of Tech Talent in Defense

The armed services and Pentagon face a severe shortfall of talent 
in software development. They also often lack commercial cloud 
computing, agile software development environments, common 
machine-learning platforms, and other digital infrastructure with 
which coders are accustomed to working.49 For example, in 2017 the 
Air Force had approximately 400 enlisted airmen and zero officers 
formally coded in the software development career field, out of roughly 
320,000 uniformed Air Force members. Technical specialization is 
rarely good for career advancement in the military. The 2019 DIB report 
on software acquisition notes that “talented software developers and 
acquisition personnel with software experience are often put in jobs 
that do not allow them to make use of those talents, particularly in the 
military where rotating job assignments may not recognize and reward 
the importance of software development experience.” 

The defense community faces severe challenges in attracting 
and retaining tech talent. 
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A number of programs have tried to develop new technology  
talent within the Defense Department. Kessel Run, an Air Force  
project supported by DIU and involving a partnership with  
Pivotal Labs, has trained seventy airmen in software and application 
development.50 The Defense Digital Service (DDS) recruits  
individuals from private technology companies for a limited tour  
of duty with the Pentagon. Jyn Erso, run out of the DDS, 
pairs talent from the private sector with the army’s top 
technologists, including in Army Cyber Command.51 DDS is 
a small program, having grown from roughly a dozen staffers 
to close to seventy in 2019, and relies on temporary personnel.  
These programs are a good start, but much more is needed. The  
lack of a direct career path for those with technical skills in the  
services and the insistence on training talent internally rather  
than hiring top external experts remain major obstacles in recruiting 
and retaining talent.52

The Challenges of Hardware

In addition to its software and talent problems, the Defense  
Department also faces complications in hardware innovation. Many of 
the sectors that Chinese manufacturers hope to dominate, and that the 
Chinese government supports through industrial policies, are the same 
as the DOD’s research and engineering priorities. U.S. manufacturers, 
like their international competitors, create their most cutting-edge 
hardware products from complex supply chains that span the globe. 
Critical design functions and high-end components are generally 
produced in the more advanced economies of the United States, 
Germany, Japan, South Korea, Taiwan, and others, with most of the IP 
and talent remaining—and growing—in those locations. Much of the 
final assembly of the components happens in China. Beijing is actively 
seeking, both through its own companies and through interaction with 
global multinationals, to encourage more valuable parts of the value 

The defense community faces deteriorating manufacturing 
capabilities, insecure supply chains, and dependence on com-
petitor nations for hardware.

The National Innovation Security Base
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chain to occur within its borders, or, when they are overseas, through 
supply chains that allow China to control or access the most relevant 
intellectual property.

Skills have also been lost from the domestic workforce since 2011, 
when the Budget Control Act required sequestration of $109 billion, 
affecting both mandatory and discretionary spending. Defense 
spending has increased since then, but the lack of predictable funding 
during that period led to the loss of roughly seventeen thousand defense 
vendors. The overall result has been deteriorating manufacturing 
capabilities, insecure supply chains, and a high level of dependence on 
competitor nations.54 Policymakers, in consultation with the private 
sector, need to develop a more sophisticated view of global supply 
chains. Specifically, for critical technologies they should delineate 
which parts of the value chain are the highest priority for the United 
States: which components should be manufactured within the United 
States, which are most important for its companies to lead regardless 
of location of activity, and which would be most troubling to cede to 

The U.S. experience in commercial drones reflects some of the risks of 
Silicon Valley’s current focus on software development. The American 
company 3D Robotics was an early player in the field, but a variety of 
missteps led to a loss of market share to the Shenzhen, China-based 
DJI Technology, which slashed prices and quickly developed new prod-
ucts. Notably, 3D Robotics relied on contract manufacturers, whereas 
DJI was designing and manufacturing every product itself. As one 3D 
Robotics manager put it, “We realized . . . it’s just going to be inher-
ently much more difficult for a Silicon Valley-based, software-focused 
company to compete against [a] vertically integrated powerhouse man-
ufacturing company in China.”53 DJI now accounts for 70 percent of the 
commercial unmanned aerial system market. There are now no major 
U.S. drone manufacturers, only lower-end Chinese drones, and Parrot, 
a French firm. Parts of the U.S. military have banned use of DJI because 
of security concerns.

Drone Manufacturers
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Chinese companies or international companies operating in China. 
High-tech start-ups are unlikely to fill the hardware innovation gap 

on their own. Companies built around hardware face high risk in terms 
of technology development and high costs associated with building 
research facilities, attracting scientific expertise, and manufacturing. 
The average amount required for a first funding round (known as 
Series A) for hardware companies is between $5 and $20 million, and 
subsequent rounds can reach as high as $50 to $100 million. The average 
Series A investment in a software-based company is between $1 and 
$3 million. Given the smaller risks of investing in software, VC firms 
funnel the vast majority of their investments to software, resulting in a 
funding gap for hardware. In 2017, 92 percent of U.S. VC dollars—up 
from 55 percent in 2006—went toward software-based technologies 
that have lower capital requirements, less invention risk, and quicker 
returns. Unless support for hardware manufacturing increases, the 
United States will rely increasingly on foreign companies that produce 
abroad, including in China. 

A Persistent Divide

Addressing the Defense Department’s hardware, software, and 
talent shortcomings is made more difficult by a persistent cultural divide 
that has been deeply exacerbated by some genuine policy differences and 
the current domestic political environment. This fissure has historical 
precedent. Draper Laboratory was spun off from the Massachusetts 
Institute of Technology (MIT) and became an independent research 
organization after protests from students and scholars about research 
in support of the Vietnam War. The current divide emerged over which 
uses of surveillance and encryption are legitimate, with the technology 
companies often siding with global users’ privacy concerns over the 
needs of intelligence and law agencies.55 The divide has widened as 

A persistent cultural divide between the technology and poli-
cymaking communities threatens national security by making 
it more difficult for the Defense Department and intelligence 
community to acquire and adopt advanced technologies from 
the private sector and to draw on technical talent.

The National Innovation Security Base
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employees at several of the largest technology companies have protested 
the use of artificial intelligence, facial recognition, and other frontier 
technologies for defense, intelligence, and homeland security projects.
Google, for example, issued a set of AI principles, and after protests 
from Google engineers, the company did not renew its work on Project 
Maven, an artificial intelligence project with the Pentagon. Google 
also withdrew a bid from the Defense Department’s Joint Enterprise 
Defense Infrastructure (JEDI) project, a $10 billion IT improvement 
program, because it said the project clashed with its AI principles.56 
These moves and their effect on relations between the national security 
and engineering communities were viewed by some in a more negative 
light because of reporting that the company had been developing 
Dragonfly, a search engine for the Chinese market. 

In effect, Defense Department officials see the United States as 
in an emerging arms race with China over AI and other technologies 
and have expressed concern about the role U.S. companies are playing 
in Chinese technology development. General Joseph F. Dunford Jr., 
chairman of the Joint Chiefs of Staff, noted the troubling implications 
of the behavior of some U.S. companies: “I have a hard time with 
companies that are working very hard to engage in the market inside 
of China, and engaging in projects where intellectual property is 
shared with the Chinese, which is synonymous with sharing it with the 
Chinese military, and then don’t want to work for the U.S. military.”57  
U.S. companies have much more complex views that vary enormously 
by company. Most see China as a huge market opportunity critical to 
their evolving supply chains; but they also see Chinese firms as fierce 
competitors and state-sponsored threats to their intellectual property. 
The growing presence of Chinese firms in Silicon Valley has deepened 
these views. 

Despite these public contretemps, a fair number of technologists 
are willing to work with the U.S. government. In a February 2019 
BuzzFeed survey of one thousand tech workers in Silicon Valley, 59 
percent of respondents “somewhat agree” or “strongly agree” that 
“tech companies should work with the U.S. government on military 
projects,” whereas only 31 percent of tech workers “somewhat agree” 
or “strongly agree” that U.S.-based tech companies should operate in 
China.58 Top executives at Amazon and Microsoft have also affirmed 
their willingness to work on classified contracts for the military and the 
intelligence community, while others, including Apple, build products 
that are already in use there.59

The Task Force believes that closing the divide between policy- 
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makers and the tech industry is essential to national security. 
It will require greater transparency, explanation, outreach, and 
experimentation by the Defense Department, as well as increased 
interaction between members of the military and technology 
communities. In addition, tech leaders should frequently and publicly 
explain to their employees that they have the best chance of shaping 
the development and use of frontier technologies by working with the 
Pentagon directly. 

The National Innovation Security Base
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China and the Rise of the Rest

The pressure on the United States is heightened by the rise of other 
science and technology competitors, especially China. Countries in 
Asia and Europe have steadily improved their innovation ecosystems, 
rolling out R&D tax incentives and increasing government funding 
for research and technology commercialization initiatives. In 1960, 
the United States accounted for 69 percent of global R&D. By 2018, 
the United States’ share had fallen to a little over 25 percent, with 43.6 
percent of the spending emanating from Asia.60 Japan, Singapore, South 
Korea, and Taiwan have all seen science and technology as essential to 
economic security. Seoul, for example, increased spending on R&D as 
a percentage of GDP from 2.1 percent in 2000 to 4.5 percent in 2017.61

China in particular has ambitious plans to become a world 
leader in science, technology, and medicine. Between 1991 and 2015, 
China increased its R&D expenditures thirtyfold, averaging an 18 
percent increase annually since 2000.62 In nominal terms, Chinese 

China is investing significant resources in developing new 
technologies, and after 2030 it will likely be the world’s  
largest spender on research and development. Although  
Beijing’s efforts to become a scientific power could help drive 
global growth and prosperity, and both the United States 
and China have benefited from bilateral investment and 
trade, Chinese theft of intellectual property and its market- 
manipulating industrial policies threaten U.S. economic  
competitiveness and national security.
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R&D expenditures rose to $254 billion in 2017, approximately 45 
percent of U.S. R&D spending for that year. Adjusted for purchasing 
power, China’s R&D expenditures were closer to 88 percent of U.S.  
spending.63  China’s GDP is growing and China is dedicating a greater 
portion of its economic resources to R&D, planning to eventually reach 
a spending target of 2.5 percent of GDP. It will likely equal or exceed 
the United States in overall R&D expenditures after 2030 (see figure 7).

The STEM workforce in China has also rapidly expanded. The total 
number of Chinese universities grew from 1,792 to 2,560 between 2005 
and 2015. Eight million Chinese students graduated from college in 
2017, compared to approximately 1.9 million graduating with bachelor’s 
degrees and 1 million with associate’s degrees in the United States.64 
The number of science and engineering bachelor’s degrees conferred 
in China increased from 359,000 in 2000 to 1.65 million in 2014.65 
China surpassed the United States as the world’s largest producer of 
natural sciences and engineering doctorates in 2007.66 Questions have 
been raised about the quality of some Chinese programs, but there is 
no doubt that the Chinese ability to compete in STEM fields has grown 
(see figure 8). 

In addition, with ambitious science projects, generous salaries, and 
high levels of lab funding, China has made a concerted effort to recruit 
top foreign talent.67 The Thousand Talents Program offers scientists a 
one-million-yuan ($151,000) starting bonus and research funds of three 
to five million yuan. Foreign scientists receive additional incentives, 
such as subsidies for accommodation, visits home, and education.68 
The Department of Energy recently warned that talent programs were 
offering scientists at U.S. national labs hundreds of thousands, and in 
some cases millions, of dollars to conduct research in China.69

China and the Rise of the Rest
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Fi gure  7 .  COUN TR I E S’  R&D SPENDI NG

Source: OECD.
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This increase in spending and STEM personnel is beginning to pay 
off in scientific accomplishments. China overtook the United States 
in the production of scientific papers in 2016. According to a study 
by scientific publisher Elsevier and business news outlet Nikkei, 
China published more high-impact research papers than the United 

China is closing the technological gap with the United States, 
and though it may not match U.S. capabilities across the board, 
it will soon be one of the leading powers in technologies such 
as AI, robotics, energy storage, 5G, quantum information  
systems, and possibly biotechnology.

Source: National Science Board.

Fi gure  8 .  U.S .  AND CH I NE SE STEM GRADUATE S
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States did in twenty-three out of thirty research fields with clear 
technological applications. China has built many of the world’s fastest 
supercomputers and will likely beat the United States to building 
the first exascale supercomputer, despite investing around the same 
amount in supercomputers as the United States.70 China’s current 
five-year plan prescribes that the biotechnology sector should exceed 4 
percent of GDP by 2020, and state, provincial, and local governments 
have invested more than $100 billion in the life sciences sector.71 BGI 
(formerly the Beijing Genomic Institute) is by some measures the 
largest genome-sequencing center in the world, and an increasing 
number of U.S. companies depend on Chinese partners to do their 
sequencing and analysis. China also plans to build the largest-ever 
particle accelerator. In 2016 it became the first country to send a 
quantum-encrypted message via satellite, and in 2018 it held the first 
quantum-encrypted video call. In January 2019, China became the first 
country to land a vehicle on the far side of the moon.

China has three industrial policies designed to raise its innovation 
capabilities: the 2014 Integrated Circuit (IC) Promotion Guidelines, 
Made in China 2025, and the Next-Generation Artificial Intelligence 
Development Plan. The IC Promotion Guidelines, an attempt to 
build an indigenous integrated circuit industry, involves investments 
reportedly between $100 and $150 billion in public and private funds. 
The goal is to have Chinese firms produce 70 percent of the chips 
consumed by Chinese industry, reducing their dependence on U.S., 
Korean, and Taiwanese suppliers. Made in China 2025 sets ambitious 
targets for upgrading China’s aging manufacturing base through 
smart manufacturing and offers low-interest loans from state-owned 
investment funds and development banks, assistance in buying foreign 
competitors, and extensive research subsidies. 

On AI, Beijing hopes to leverage massive amounts of data, 
permissive regulations, entrepreneurial firms, and government support 
to build an industry worth $150 billion by 2030. In 2017, China’s AI 
industry received nearly $26 billion in investment and financing.72 The 
United States still leads in cutting-edge R&D, specialized chips, and 
talent, but China surpassed the United States in volume of AI research 
in 2014, including in AI-related patent registration and articles on deep 
learning. China is also training a large number of specialists.73 Twenty-
three percent of the accepted papers for the 2017 Association for the 
Advancement of Artificial Intelligence conference were from China, 
rising from only 10 percent in 2012, and AI authors in China were cited 
44 percent more in 2016 than they were in 2000 (see figure 9).74 China 
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will open around four hundred majors related to data science, artificial 
intelligence, and robotics in universities in 2019.75

Although Chinese companies have smaller R&D budgets than their 
American competitors, they are world leaders in a number of frontier 
technologies. The country’s two largest internet companies—Alibaba 
and Tencent—have developed highly innovative e-commerce and 
mobile payment platforms. Datang, Huawei, and ZTE own about 10 
percent of 5G-essential intellectual property rights (IPR), and many 
analysts expect China to fully commercialize 5G by 2020, five years 
ahead of the United States, Australia, the EU, Japan, and South Korea 
(see figure 10). Officials at Huawei announced that they planned to 
more than double annual R&D spending to between $15 billion and 
$20 billion, which would place the company between second and fifth 
place in worldwide spending on R&D.76 Chinese companies such as 
Baidu, ByteDance, Face++, iFLYTEK, and SenseTime are driving the 

Source: MacroPolo, Paulson Institute.

Fi gure  9 .  CH I NE SE UN I VER SI T I E S  
R ISI NG I N ART I FICIAL I N TELLIGENCE FI ELD
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application of AI to voice and facial recognition software, autonomous 
vehicles, and internet content. In the first and second quarters of 2018, 
the volume of Chinese VC investment surpassed that of the United 
States for the first time.77

Civil-military fusion is a pillar of Chinese military modernization 
and an effort to bolster the country’s innovation system for advanced 
multiuse technologies in aviation, aerospace, and information 
technology. Introduced by then President Hu Jintao in 2009, the 
effort to bridge the gap between the civilian industrial base and the 
military has intensified under President Xi Jinping. Within his first 
year in office, the Central Committee voted to elevate civil-military 
fusion to a national strategy, and in January 2017 Xi created the Central 
Commission for Integrated Military and Civilian Development, a 

Fi gure  10 .  CH I NE SE FI RMS DOM I NATE 5G ROLLOU T

Source: Nikkei Asian Review.
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high-level decision-making and coordination body for civil-military 
fusion efforts. The top seven state funds dedicated to investing in civil-
military fusion industries report having over 362 billion yuan ($56.85 
billion) in capital.78 Civil-military fusion plays a prominent role in both 
Made in China 2025 and the Next-Generation Artificial Intelligence 
Development Plan. Beijing’s policies could help it achieve a meaningful 
edge in the development of future weapons systems, reducing or 
perhaps eliminating a longstanding source of strategic advantage for 
the United States.

China also seeks to influence the digital infrastructure of the future 
through the Belt and Road Initiative. Along with investment in railways, 
roads, pipelines, and ports along the route, Chinese companies plan 
to build a “digital Silk Road”: fiber-optic cables, mobile networks, 
satellite relay stations, data centers, and smart cities. ZTE, for example, 
operates in over fifty of the sixty-four countries on the route of the Belt 
and Road Initiative. It lays fiber-optic cables; sets up mobile networks; 
and provides surveillance, mapping, cloud storage, and data analysis 
services to cities in Ethiopia, Laos, Nigeria, Sri Lanka, Sudan, and 
Turkey.79 Beijing hopes these economic ties will translate into political 
influence over the shape of the internet and the rules governing 
emerging technologies. 

The Chinese innovation model is not without its own weaknesses. 
China spends only about 5 percent of its R&D funds on basic 
research, compared to 17 percent in the United States.80 Chinese firms 
depend on American technology in some critical areas, especially 
semiconductors. Top-down direction and industrial policy often leads 
to waste, corruption, and redundancies. Plagiarism and fabrication 
of scientific results are perennial problems at Chinese universities 
and research labs. Although an increasing number of foreign-trained 
Chinese scientists are returning home, they often find that the research 
environment is hierarchical and grants depend on political and 
personal connections. Moreover, the Chinese Communist Party is now 
reasserting political control over technology companies, which for the 
last decade benefited from a relatively laissez-faire environment. This 
may slow the introduction of new products and innovation. 

The Chinese leadership is aware of these barriers to innovation and is 
beginning to address them. Chinese officials have also interpreted U.S. 
efforts to cut off the flow of technology to Huawei and other companies 
as an effort to contain China’s rise as a science and technology power. 
They have responded by doubling down on innovation and self-reliance, 
with the objective of reducing their dependence on U.S. technology, 

China and the Rise of the Rest
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especially in the semiconductor and semiconductor-tool industries.81
The challenge from Beijing is pressing and immediate, but the 

United States needs to look beyond China, and beyond competition 
over a specific list of cutting-edge technologies. There is much that 
Washington can and should do that is unrelated to Beijing and is instead 
concentrated on maintaining U.S. leadership. The U.S. government, 
the private sector, and academia should work together to increase 
the national capacity for scientific and technological innovation and 
accelerate the adoption and deployment of new technologies by defense 
and intelligence agencies.
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The Trump Administration’s 
Innovation Agenda

The Task Force commends the Trump administration for bringing 
much-needed attention to innovation issues and for shining a spotlight 
on the development of critical technologies such as 5G and AI. However, 
the White House has not taken on the challenges in a comprehensive 
way that will produce durable results. Despite bipartisan support for 
broad technology competition with Beijing, the White House has failed 
to work with Congress to increase federal support for basic R&D and 
has adopted an incremental and limited approach to supporting the 
development of frontier technologies. The White House’s immigration 
policies have weakened the country’s ability to compete for talent, 
and unnecessary trade conflicts with friends and allies have hampered 
the building of international technology coalitions and could slow 
innovation. 

The Trump administration’s innovation strategy has combined 
a commitment to deregulation with a number of executive orders in 
support of frontier technologies, the expansion of broadband, and 
workforce development.82 Administration officials have stressed that 
while the federal government has a role to play in making important 
investments in R&D, it is the private sector that drives innovation, and 

Although the Trump administration has boosted the budgets 
of several technology-related organizations within the DOD 
and issued a number of executive orders, its efforts to acceler-
ate innovation in critical frontier technologies such as AI are 
too incremental and narrow in scale.

The Trump Administration’s Innovation Agenda
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thus a large focus should be on removing regulatory barriers that slow 
American entrepreneurs. In March 2017, Trump established the White 
House Office of American Innovation (OAI), which aims to streamline 
government and cut red tape. The office’s remit is relatively narrow, 
given the scope of the innovation challenge, and in its first years it 
focused on two information technology initiatives: publishing a report 
on IT modernization and creating the Centers of Excellence program 
to drive agencies to the cloud and better data management.

The Trump administration has, however, also pushed for a more 
muscular government response in areas where it sees innovation as 
a matter of great-power competition. The White House’s FY 2019 
budget called for increasing funding for RDT&E of new technologies 
in the Defense Department to its highest level since the end of the Cold 
War. The majority of this funding increase would support late-stage 
development, prototyping, and testing activities.83 The administration 
requested a $360 million increase to DARPA’s funding in FY 2019, 
to $3.432 billion from $3.07 billion in FY 2018, and an additional $125 
million, to $3.556 billion, in FY 2020.84 The Defense Innovation Unit 
saw a nearly trifold increase in its budget under the administration’s 
FY 2019 budget, from $29.6 million to $71 million, which then more 
than doubled to $164 million in FY 2020.85 The Task Force strongly 
encourages these important signals of continued support for two 
innovative organizations within the DOD, but the scale remains small 
compared to the massive Defense Department budget. 

The Trump administration has also increased its focus on cutting-
edge technologies such as semiconductors, quantum computing, and 
artificial intelligence. In 2017, DARPA launched the $1.5 billion, five-
year Electronics Resurgence Initiative to support work on advanced 
chip design and manufacturing. In September 2018, the White House 
held the Summit on Advancing American Leadership in Quantum 
Information Science, at which the Department of Energy announced 
$218 million in funding and the National Science Foundation $31 million 
to support multidisciplinary quantum research. Trump signed the 
National Quantum Initiative Act in December 2018, which authorizes 
the government to provide $1.2 billion to fund activities promoting 
quantum information science over an initial five-year period. These are 
all positive steps, but they are incremental and fairly limited in scope. To 
truly meet the innovation challenge, a much broader and more sustained 
approach on multiple fronts—including federal investment in R&D, a 
moonshot approach to innovation policy, comprehensive immigration 
reform, and partnerships with friends and allies—will be needed.
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Artificial Intelligence

The Task Force is concerned that the White House has been slow 
in driving the development of AI, failing to build immediately on 
the Barack Obama administration’s release of a national AI plan in 
2016.86 A growing number of governments have introduced national 
strategies: Canada, China, Denmark, the EU Commission, Finland, 
France, Germany, India, Italy, Japan, Mexico, the Nordic-Baltic region, 
Singapore, South Korea, Sweden, Taiwan, the United Arab Emirates, 
and the United Kingdom have all released strategies to promote the use 
and development of AI. 

In response to this criticism, officials note a steady stream of 
actions on AI during 2018 and 2019. The FY 2019 National Defense 
Authorization Act (NDAA) created the National Security Commission 
on AI, which has been tasked with assessing the national security 
implications of AI. In June 2018, the Pentagon announced the Joint 
Artificial Intelligence Center (JAIC), which will partner with industry 
and academia to help the DOD utilize AI. The FY 2019 NDAA includes 
$70 million in funding for the center.87 DARPA has committed to a 
multiyear $2 billion investment in new and existing programs, in its AI 
Next campaigns.88

The White House also held a summit in May 2018 with industry 
representatives to discuss AI policies and announced that federal 
agencies would make data available for private-sector AI research.89 It 
established a new Select Committee on AI, housed under the National 
Science and Technology Council and including representatives from 
DARPA, the NSF, and the OSTP. The committee will advise the 
president on government priorities in AI and build private-sector 
partnerships.

On February 11, 2019, Trump signed an executive order enabling the 
American AI Initiative.90 A day later, the Defense Department released 
its AI strategy, designed to accelerate the delivery and adoption of AI; 
strengthen partnerships with industry, academia, allies, and partners; 

The United States is ahead of the rest of world in AI, but others 
are closing the gap—and U.S. failure to compete for global 
talent could result in the loss of its lead.

The Trump Administration’s Innovation Agenda
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cultivate an AI workforce; and lead in military AI ethics and safety.91  
Along with the executive order, the White House issued a National 
Security Presidential Memorandum, “Protecting the United States’ 
Advantage in Artificial Intelligence and Related Critical Technologies,” 
which charges the assistant to the president for national security affairs 
with coming up with a plan to protect the United States’ advantage in 
AI from strategic competitors and foreign adversaries. 

These efforts, however, are inadequate. Action does not match 
the language officials use to describe the importance of AI to U.S. 
economic and national security. The American AI Initiative provides 
no new sources of federal support and is unclear about how much the 
government should be spending on AI research and development. 
Individual agencies are told to “budget an amount for AI R&D that is 
appropriate for this prioritization,” but without additional funding, 
they will need to shift funds, leaving other research areas underfunded. 
Lacking any specific spending goals, the initiative has no ability to 
measure whether an agency is adequately prioritizing AI research. Few 
details were given for the initiative’s execution.92

Huawei and 5G

5G will offer data speeds up to fifty or one hundred times faster than 
current telecom networks and will serve as critical infrastructure for 
AI, automated vehicles, the Internet of Things, and other industrial 
sectors. In October 2018, Trump signed a memorandum directing 
the Commerce Department to develop a long-term, comprehensive 
national strategy for spectrum (that is, radio waves, which are used 
in telecommunications) and ordering federal agencies to review their 
existing spectrum usage, forecast future demands, and prepare a plan 

In the race for the next generation of communications tech-
nologies, the Trump administration has developed only a few 
parts of what should be a multifaceted strategy. It has failed to 
coordinate a response to Huawei’s global expansion, muddied 
its message about the company’s economic and national secu-
rity risks, and not sufficiently accelerated domestic efforts to 
deploy 5G. 
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for research and development that will enable better use of spectrum in 
the future.93 In April 2019, the Federal Communications Commission 
(FCC) announced the third, and largest, auction of high-frequency 
spectrum for 5G—opening up use of high-frequency spectrum to 
companies so they can roll out 5G commercially—and a $20 billion 
fund to expand broadband in rural areas.94

In addition, the Trump administration has moved to block Chinese 
telecom firms from rolling out 5G in the United States and foreign 
markets. In May 2019, Trump signed two executive orders to that 
effect. The first authorized the Commerce Department to block U.S. 
companies from using telecom equipment and services from companies 
controlled by “adversary governments.” U.S. officials have claimed the 
order is “agnostic,” but it has been widely interpreted as being directed 
at China and Huawei.

The second order has larger consequences for the company. It 
ordered the Commerce Department to place Huawei and sixty-
eight affiliates on a list of companies to which U.S. firms may not 
sell components without government approval. Broadcom, Intel, 
Qualcomm, and Xilinx stopped working with Huawei after the order 
was announced, and Google stated that it would no longer provide the 
Android mobile operating system and apps for Huawei’s smartphones. 
Cut off from U.S. chip and software suppliers, Huawei’s ability to 
operate—and its future—were highly uncertain. Huawei founder Ren 
Zhengfei has said he expected company revenues to decline by $30 
billion over the next two years because of U.S. actions.95 During the 
June 2019 Group of Twenty summit in Japan, however, Trump agreed 
to lift some of the sanctions against Huawei, allowing sales of widely 
available components made by American companies.96

The White House and the State Department have also, with mixed 
results, tried to convince other countries not to use Huawei and other 
Chinese telecommunications equipment in their next-generation 
wireless networks. While Australia, Japan, and New Zealand have 
banned Huawei, other friends and allies are moving ahead, despite 
threats from the United States to limit intelligence sharing. Most 
notably, officials in France, Germany, and the United Kingdom 
have argued that they can manage security risks by developing strict 
standards, inspecting equipment and code, and installing Huawei 
equipment only on peripheral, controlled networks.97

The Task Force believes the White House was right to publicize 
the security risks of Huawei and block adoption of the company’s 
equipment in U.S. networks. The use of the Commerce Department 

The Trump Administration’s Innovation Agenda
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list to ban sales to Huawei, however, was too blunt an instrument and 
caused significant blowback for U.S. technology companies. It has also 
encouraged China, and others, to reduce dependence in areas where 
American technology companies dominate, such as semiconductors 
and design tools. 

Moreover, Trump’s willingness to overturn the sanctions on Huawei 
suggests that the sanctions were based on U.S. economic interests rather 
than legitimate security risks, which undercuts efforts to convince 
other countries to exclude the company. Senator Marco Rubio (R-FL) 
tweeted that a reversal on Huawei would be “a catastrophic mistake” 
that would “destroy the credibility of [the Trump] administrations 
warnings about the threat posed by the company, no one will ever again 
take them seriously.”98

Technology Protections 

The campaign against Huawei has at times overlapped with a major 
facet of the Trump administration’s innovation strategy: protecting 
American technology at home and abroad. In August 2018, Congress 
passed the Foreign Investment Risk Review Modernization Act 
(FIRRMA), which broadens the jurisdiction of the Committee on 
Foreign Investment in the United States (CFIUS), allowing it to 
investigate, and possibly block, more foreign deals. The Committee  
may now investigate a foreign entity buying not just an entire 
company but also minority, noncontrolling investments. The Trump 
administration has blocked the sale of Lattice Semiconductor to a group 
that involved a Chinese venture capital firm; barred Broadcom’s $121 
billion offer for Qualcomm; prevented Ant Financial’s acquisition of 
MoneyGram; and demanded that Beijing Kunlun Tech give up control 
of Grindr. 

Total Chinese direct investment in the United States has fallen 90 

Beijing has often exploited the openness of the American 
system. Efforts to protect U.S. intellectual property are a nec-
essary complement to, but not a substitute for, innovating 
faster than China. The administration is over-weaponizing 
trade and investment policy, with costs to U.S. innovation.
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percent, to $5 billion last year from $46 billion in 2016, driven in part by 
FIRRMA but mainly by tighter controls on outward investment from 
Beijing.99 The legislation is beginning to affect early-stage investments: 
some capital has moved into new sectors that are not as politically 
sensitive, and some dealmakers in Silicon Valley say Chinese funds 
are looking for deals outside the United States to avoid scrutiny.100  
American venture capital firms are reportedly dropping their Chinese 
investors or walling them off, and some start-ups have forced out 
Chinese investors to avoid regulators.101 In April 2019, PatientsLikeMe, 
a health-care start-up, was ordered to find a new buyer after the Trump 
administration forced its Chinese majority shareholder to divest its 
stake.102 Once the new rules are fully implemented, the drop-off could 
be even more noticeable.103

It is not only the inflow of money that has provoked security 
concerns. The size of the Chinese student population in the United 
States—an estimated 350,000, about half of whom are studying at the 
undergraduate or lower levels—presents a challenge to law enforcement 
and counterintelligence agencies. FBI Director Christopher Wray and 
other U.S. officials have recently warned that Chinese intelligence is 
using expatriate scientists and students to gain access to technologies at 
universities and businesses.104 The FBI, federal granting agencies, and 
members of Congress have signaled that universities need to do more to 
prevent foreign actors from attempting to steal intellectual property.105 
In June 2018, the State Department implemented a one-year limit on 
visas for Chinese graduate students studying in sensitive research 
fields, with the chance to reapply every year. The administration is 
reportedly considering new background checks and other restrictions 
on Chinese students.106

The White House is also deploying new export controls to slow 
the pace of Chinese development. The Commerce Department 
is developing regulations to restrict “emerging and foundational 
technologies,” including robotics, 3-D printing, and biotechnology, 
as well as several categories of AI, including computer vision, speech 
recognition, and natural language understanding.107 In June 2019, the 
Commerce Department prohibited U.S. chip companies from selling 
to five Chinese entities involved in developing exascale computing, 
including the supercomputer maker Sugon.108

The United States is also trying to pressure Beijing into ending 
the theft of IP and trade secrets from U.S. companies. Presidents 
Xi and Obama had signed an agreement in 2015 to refrain from 
economic espionage, but Chinese hackers have returned and targeted 
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numerous corporations, including cloud providers and IT service 
suppliers.109 In November 2018, then Attorney General Jeff Sessions 
announced the China Initiative, to identify priority trade-theft cases, 
pool Department of Justice and FBI resources to combat Chinese 
economic espionage, and evaluate whether additional legislative and 
administrative authorities would be required to protect U.S. assets 
from foreign economic espionage.110 Between October and December 
2018, the Department of Justice unsealed indictments three times 
against Chinese intelligence officers and hackers for the theft of U.S. 
businesses’ IP and trade secrets.111  

The Task Force commends the White House for confronting China 
on cyber espionage and IP theft. Updating CFIUS and export controls 
is also overdue, especially in the case of Sugon, which has connections 
to China’s People’s Liberation Army. The Task Force warns, however, 
that the administration is over-weaponizing trade policy, with long-
term costs to U.S. innovation capabilities. The issue is not only the loss 
of revenues to U.S. tech companies from Chinese customers, though 
these are significant. It is also that Beijing and others will want to reduce 
dependence on U.S. high-tech supply chains now that they have seen 
them leveraged for political goals. 

The Task Force believes investment restrictions and export controls 
are a necessary but secondary part of any strategy responding to China’s 
rise as a science and technology power. As such, limitations on the flow 
of people and money should be drawn as narrowly as possible. Slowing 
China down is not as effective as outpacing it. The United States needs 
its own innovation policies.
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RECOMMENDATIONS
Restore Federal Funding for 
Research and Development

Most of the technology breakthroughs underlying U.S. economic and 
military strength have drawn on federally funded R&D, with work 
carried out in federal laboratories, universities, and industry. Sufficient 
federal investment in research is vital to advancing national goals in the 
areas of health, defense, and the economy. The United States cannot 
rely on its private sector to make the type of investments in large-scale, 
risky research projects that lead to new discoveries and breakthroughs 
in science and engineering. Addressing the challenge from China and 
other rising science powers requires an ambitious plan of national 
investment in science and technology. 

The White House and Congress should restore federal funding for 
research and development to its historical average. This would mean 
increasing funding from 0.7 percent to 1.1 percent of GDP annually, 
or from $146 billion to about $230 billion (in 2018 dollars). Only the 
government can make the type of investments in basic science that 
ignite discoveries; such investments are too big and risky for any single 
private enterprise to undertake. The heads of the Department of 
Defense, Department of Energy, NASA, National Institutes of Health, 
National Science Foundation, and other agencies should submit 
budgets that restore funding of basic research to historic average levels 
and maintain it. (For the DOD, this would be “6.1 funding,” meaning 
basic, as opposed to applied or advanced, research.)

Maintaining these levels of spending is essential. The sustainability 
of funding for basic research over predictable time spans is as important 
as raising the total amounts of support. Funding needs to be protected 
from political as well as budget instability. The Trump administration’s 
recent reversal on fetal tissue research, for example, is likely to disrupt 

Restore Federal Funding for R&D



54 Innovation and National Security

existing projects and cause delays in launching research programs. 
China, India, Singapore, and the United Kingdom all conduct research 
using fetal tissue.

Federal and state governments should make an additional strategic 
investment in universities. The investment, of up to $20 billion a year for 
five years, should support cross-disciplinary work in areas of pressing 
economic and national security interest. The federal government should 
commit this investment toward a sustained program at universities 
of supporting fundamental research targeted at critical technologies. 
Working with academia and the private sector, the federal government 
should identify national priorities for innovation. These may include 
AI, machine learning and data science, quantum information systems, 
personalized medicine, and clean energy. The program should 
include substantial new funding for research, targeted scholarships 
and fellowships, fabrication and test-bed facilities, and financing for 
start-ups. The funding should encourage cross-disciplinary work and 
simplified university-industry partnerships, with specific plans to bring 
advances to market. 

State governments should provide public research universities with 
sufficient autonomy. They should also restore and maintain per-student 
funding for higher education, including public research universities, to 
the mean level for the fifteen-year period from 1987 to 2002 (adjusted 
for inflation).

The White House should announce moonshot approaches to society-
wide national security problems. This would support innovation in 
foundational and general-purpose technologies, including AI and data 
science, advanced battery storage, advanced semiconductors, genomics 
and synthetic biology, 5G, quantum information systems, and robotics. 

Often, the U.S. policy default is to unleash the private sector through 
deregulation and tax reform. Deregulatory actions are certainly  
required in many sectors. The United States ranks fifteenth in the 
OECD in terms of the frequency in which it updates its regulations, 
and seventeenth in regulatory quality by the Global Innovation 
Index.112 Patchwork regulations, high compliance costs, and regulatory 
complexity slow, for example, the development and deployment 
of autonomous vehicles, blockchain and financial technology, and 
commercial drones. 

But deregulation on its own cannot cope with both the scale of 
disruption and the intensity of the challenge from other countries,  
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China in particular. Beijing melds top-down industrial policy and 
massive state investment with strong commercial actors and an 
entrepreneurial culture. Based on the current state of AI development, 
China’s ability to combine data collection and analysis across health, 
industrial, internet, and mobile sectors may give it a competitive 
advantage in the design of algorithms and the development of machine 
learning. In addition, Chinese tech firms operate in a blurred space 
between the state and the private sector, and many of their ambitious 
technology goals are inherently multiuse, with strategic implications 
for economic and national security. Defense against Chinese techno-
nationalism, transfer of intellectual property, and cyber espionage is 
necessary but far from sufficient to ensure American technological 
success. As it has in the past, the United States needs to go on the 
offense to advance its own technological capabilities. 

The United States should not replicate the Chinese model, but 
the current policy approach is too narrow in scale, uncoordinated, 
and incremental. The Task Force recommends a moonshot approach 
to industrial policy, an approach the United States has followed in 
the past. Special interagency subcommittees representing a number 
of government agencies and working with academia and the private 
sector should be organized to coordinate the selection, development, 
and execution of R&D programs that address society-wide and 
pressing national security problems such as threat detection networks; 
commercial, gate-based quantum computers; and carbon-capture 
technologies. Partnered federal agencies—for example, the NIH and 
NSF—would provide catalytic R&D support for these multidisciplinary 
projects, with firms and academic institutions collaborating and 
cooperating with one another on precompetitive innovation projects. 
In technology areas with less immediate commercial interest and 
weak industry investment, the government should fund research and 
coordinate early purchases.113

Address the AI and 5G Challenges

Two of the technologies high on the Trump administration’s agenda 
require a more comprehensive and urgent approach: AI and 5G. The 
Office of Science and Technology Policy should request additional 
funding, drawn from the increase in federal spending, for AI research 
and development, and, working with Congress and industry, it should 
outline clear metrics of success and accountability. The United States 
continues to lead in the specialized chips essential to AI development, 
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and, through DARPA, the National Institute of Standards and 
Technology (NIST), and the NSF, the federal government should fund 
precompetitive basic research in AI hardware. OSTP, in consultation 
with academia and industry, should form a plan for a national AI R&D 
workforce. 

Federal agencies also need to develop sector-specific AI strategies.114 
The Department of Commerce, for example, could oversee a  
network of institutes that would advance AI in manufacturing,  
including the participation of industry, academia, and government 
agencies. The NIH could partner with universities and the private 
sector on applying machine learning to speed clinical diagnosis, 
treatment, and therapies. 

One of China’s competitive advantages in AI is centralized access 
to data. U.S. policy should be directed at moving more data from the 
public sector into shared—but secure and protected—data sets. All 
government agencies should increase access to government data 
sources in machine-readable formats. Relevant federal agencies should 
support the development of shared pools of high-quality, application-
specific training and validation data in areas of public interest such as 
agriculture, education, health care, public safety and law enforcement, 
and transportation, after ensuring that appropriate privacy protections 
are in place.115 In January 2019, Trump signed the Open, Public, 
Electronic, and Necessary (OPEN) Government Data Act, which 
requires all nonsensitive government data to be made available in 
open and machine-readable formats by default, but the mandate is 
unfunded.116 The federal government should also consider creating a 
National Discovery Database that would allow access to data at scale 
for problems of unique interest to national security. While considering 
the potential ethical and privacy challenges involved, state and local 
governments should also study making nonsensitive data available for 
use in AI systems.117

Any successful strategy will require the right regulatory framework. 
Congress should pass federal privacy legislation that is technology 
neutral (i.e., that allows companies to adopt the technology that is most 
appropriate to achieve objectives) and begins by defining obligations 
and processes for organizations that process data. Perhaps most 
important, given the U.S. lead in AI talent, the Task Force calls on 
the administration to ensure that the United States remains the most 
attractive location for data scientists and engineers by following the 
recommendations for talent below.

The United States faces a future where Chinese telecom companies 
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The U.S. government has in the past taken more active responses to 
new technological competitors. Between 1978 and 1986, for example, 
the U.S. market share for dynamic random-access memory (DRAM) 
fell from 70 to 20 percent, while the Japanese share jumped to 75 per-
cent. Tokyo promoted production through government-sponsored 
research; long-term, low-cost loans; and technology transfers. In order 
to sell into the market, IBM and Texas Instruments had to share tech-
nology with Japanese partners.

U.S. policymakers saw the challenge from Tokyo as both an eco-
nomic and a security threat, and saw a domestic semiconductor indus-
try as essential to American military strength. The Semiconductor 
Research Corporation was founded in 1982 as a nonprofit research 
consortium of thirty-six companies and federal government agencies 
designed to promote basic research and ensure a steady flow of grad-
uate students with interest and experience in semiconductors. At the 
time, there were big scientific questions about the future of semicon-
ductors, and the industry was unwilling and unable to conduct the basic 
research needed for future innovations. Early research centers were 
established at Cornell University, Carnegie Mellon University, and the 
University of California, Berkeley. Five years later the Semiconductor 
Industry Association founded Sematech, a nonprofit consortium to 
solve common manufacturing problems. DARPA provided five years 
of funding worth $500 million.118

In a January 2017 report, the President’s Council of Advisors 
on Science and Technology recommended a similar industrial- 
policy approach to semiconductors. The approach would be meant to 
strengthen research and innovation in the U.S. semiconductor indus-
try in response to China’s industrial policies to build its own capabili-
ties. Suggested moonshots included research in areas such as biothreat 
detection, weather forecasting, and quantum computers.

Semiconductor Industry
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deploy a large part of global 5G infrastructure and services.119 China has 
already made $180 billion in capital expenditures for 5G deployment 
over the past five years, installing about 350,000 5G-operable base 
stations, nearly ten times the number currently deployed in the United 
States.120 Huawei has emerged as a major player in the global supply 
base for this equipment, while U.S. and European firms have either 
contracted in size or exited the market entirely. Huawei has signed forty 
contracts to sell 5G equipment and has shipped seventy thousand base 
stations to Africa, Asia, Europe, and the Middle East.121

China’s dominance poses economic and security risks for the 
United States. As an April 2019 DIB report on the 5G ecosystem 
argues, “The leader of 5G stands to gain hundreds of billions of dollars 
in revenue over the next decade, with widespread job creation across 
the wireless technology sector.” Moreover, future 5G networks built 
on Chinese equipment “would pose a serious threat to the security of 
DOD operations and networks going forward.”122 Leadership in the 
next generation of wireless connectivity is an economic and national 
security concern. 

As the DIB report notes, the world leader in 5G is unlikely to be the 
United States, in part because no American companies manufacture 
the equipment to transfer signals between mobile phones and the 
towers or sites that make up the network.123 This reality highlights a 
longer-term lesson for Washington stressed throughout the Task Force 
report: policymakers need to provide greater incentives for R&D and 
domestic manufacturing in technology areas judged to be critical to 
national security. They also need to block mergers and acquisitions that 
could lead to equipment being supplied only by a limited number of 
foreign companies.

In the near term, the United States will need to coexist with Huawei, 
because many other countries have made it clear they will not follow 
Washington and implement a complete ban. Hobbling Huawei is 
not, however, a substitute for meaningful efforts to accelerate the 
deployment of 5G in the United States. U.S. companies dominated 
the apps for smartphones and other services provided over 4G, and 
they can do the same for 5G if it is deployed rapidly. U.S. spectrum 
policy is, however, focused on the high-band wavelength, making 5G 
communications slower and more expensive to roll out compared to 
Chinese and European efforts. The FCC should repurpose mid-band 
spectrum for new wireless applications and free up low-band spectrum 
held by the federal government, particularly the DOD. The federal 
government should also work with municipalities and states to speed 
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small-cell deployment with the goal of accelerating penetration.124
In addition, as part of its investment in universities, the federal 

government should fund several 5G R&D centers at universities in 
areas where the United States might lead, including security and 
merging communications, storage, and computation in 5G. Those 
centers should also begin research into 6G technologies that are likely 
to roll out fifteen years from now and experiment with public-private 
partnerships to develop, license, and commercialize new intellectual 
property.125

Huawei is supported by government subsidies, has a guaranteed 
share of the Chinese domestic market, and is innovative both in its 
products and its business. It has thus been able to offer its services and 
products at prices significantly lower than its European competitors, 
Ericsson and Nokia.126 Washington has been trying to convince other 
countries that they should pay more for greater security, but many 
have rejected the U.S. risk assessment. For those who do see a threat 
from Huawei, the United States will need to make these European 
suppliers more affordable. The United States should, through the 
U.S. International Development Finance Corporation, provide loans 
or loan guarantees for telecommunications equipment in developing 
economies. 

For those U.S. allies and partners unwilling to adopt a blanket ban 
on Chinese telecom companies, Washington should work with them to 
develop shared standards for inspecting and deploying 5G equipment, 
similar to the joint statement issued by thirty countries in Prague, Czech 
Republic, in May 2019.127 Washington should also work with allies such 
as Japan and the United Kingdom on supply-chain security reviews. 
Secretary of State Mike Pompeo and other State Department officials 
have threatened close allies with the loss of intelligence sharing if they 
do move ahead with Huawei; but this would be counterproductive and 
endanger U.S. security, since information does not flow just one way.128  
In addition, as the Defense Innovation Board argues, the U.S. military 
should assume that wireless networks dominated by Chinese suppliers 
are vulnerable to cyberattacks and plan for resiliency and added layers 
of redundancy.129

Restore Federal Funding for R&D
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Attract and Educate a Science 
and Technology Workforce

The nations with the best talent will push to the farthest edges of the 
science and technology frontier. Talent has been at the foundation of 
U.S. technological prowess, and the United States’ ability to attract the 
best and the brightest from around the world has provided a competitive 
edge for most of the last half century. This edge is now at risk. 

The United States cannot stand still as others devote new resources 
to developing human capital. Educational analysts deem a substantial 
percentage of STEM programs in China to be not of equivalent quality 
to their American peers, but the absolute number of graduates—1.65 
million Chinese science and engineering graduates in 2014, compared 
to 740,000 in the United States—leads to a strength of its own.130  
Government, universities, and the private sector need to cooperate to 
expand the STEM pipeline and support new pathways into technology 
and science careers.

The White House, Congress, and academia should develop a twenty-
first-century National Defense Education Act, with the goal of 
expanding the pipeline of talent in math, engineering, and the sciences. 
A twenty-first-century NDEA would support up to twenty-five 
thousand competitive STEM undergraduate scholarships and five 
thousand graduate fellowships. It would also increase the number of 
graduate fellowships and traineeships supported by existing programs 
at federal science and education agencies, including the Departments 
of Defense, Education, Energy, and Homeland Security; NASA; the 
National Institutes of Health; and the National Science Foundation. 
For example, Congress and the administration should expand the DOD 
National Defense Education Program, which provides scholarships 
and fellowships to students in critical fields of science, mathematics, 
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and engineering in return for a commitment of national service after 
their studies.

Universities, federal and state governments, and businesses should 
address the underrepresentation of minorities and women in STEM 
fields through mentoring, training, research experience, and academic 
and career advising. They should also provide financial support for 
room and board, tuition and fees, and books, as well as assessments of 
job placement opportunities in STEM fields, highlighting employers 
with clear track records of fairness in hiring, promotion, and pay. The 
Meyerhoff Scholars Program at the University of Maryland, Baltimore 
County, which is one of the largest pipelines for doctorates in science and 
engineering among African Americans, is one initiative that provides 
these types of support; it also encourages collaborative coursework 
and cutting-edge lab work. Effective strategies to promote inclusion 
of women students, scientists, and technologists include on-campus 
childcare centers, equal opportunities for women and men to lead 
committees and research groups, mentoring programs to reduce the 
isolation of women faculty, and pauses in the tenure clock for up to one 
year for raising children. Within the workplace, flexible, collaborative 
environments that offer leadership development, mentoring, and 
networking for women are linked to higher rates of retention. 
Workplaces that employ women in higher levels of management are 
more able to attract and retain women at lower levels of employment.

Federal agencies, the private sector, and universities should work 
together to support debt forgiveness for students going into specialized 
technology sectors. The Cybersecurity Talent Initiative, launched 
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in April 2019 by MasterCard, Microsoft, the Partnership for Public 
Service, and Workday, guarantees graduates in cybersecurity-related 
fields a two-year placement in the CIA, DOD, DOE, FBI, or another 
federal agency. Afterward, graduates receive opportunities in the 
private sector and up to $75,000 in student loan assistance.131 Similar 
programs should be developed in AI, quantum computing, and other 
specialized technologies.  

The United States needs to make it easier for foreign graduates of 
U.S. universities in scientific and technical fields to remain and work 
in the country. Congress should “staple a green card to an advanced 
diploma,” granting lawful permanent residence to those who earn a 
STEM master’s degree or doctorate. Congress should also pass the 
DREAM Act, which would provide undocumented immigrants who 
were brought to the United States as children an expedited path to 
citizenship if they accomplish academic goals or serve in the military. 
The administration should reverse measures that have created new 
obstacles for many foreign students and foreign workers on temporary 
work visas, such as the H-1B.

Congress should pass legislation that permits immigrants to live and 
work in the United States if they can raise funds to start new companies. 
Many immigrants trying to start businesses are also recent graduates 
of U.S. universities. The Startup Act, which has bipartisan support, 
would create an entrepreneurial visa to permit seventy-five thousand 
immigrants annually to remain temporarily in the country if they 
have raised enough capital to launch a new company, and to remain 
permanently if the company succeeds.

The federal government should make targeted—rather than sweeping—
efforts to prevent the theft of scientific knowledge from American 
universities. Foreign graduate students bring great expertise to 
American higher education and are essential drivers of new discoveries. 
Foreign undergraduate students are often a lucrative source of funding 
for many universities. Broad bans on Chinese students would hurt U.S. 
innovation. They would also reinforce a sense among Chinese scientists 
and students that the bans are motivated by racial hostility, allow 
the Chinese government to position itself as a protector of Chinese 
abroad, and thus reinforce Chinese Communist Party propaganda 
that equates Chinese heritage with the party.132 Some technologies are 
more sensitive than others, and graduate students are more likely to 
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have access than undergraduates. The most effective measures to stop 
theft will likely be tighter controls over technology in universities and 
research labs, accompanied by expanded counterespionage efforts.

Universities should be more proactive in offering proposals on 
tightening controls over sensitive technologies. They also need to 
enforce existing rules on disclosure of foreign funding and limits on the 
transfer of research findings and intellectual property. Congress should 
provide the FBI with greater resources so agents can review students 
on a case-by-case basis and zero in on those who trigger significant 
concern. The ultimate goal should be retaining the openness of the 
U.S. research system and the longstanding exemption of fundamental 
research from controls and limitations, enshrined in the Ronald Reagan 
administration’s 1985 National Security Decision Directive 189.133

Attract and Educate a Science and Technology Workforce



64 Innovation and National Security

Support Technology Adoption 
in the Defense Sector

The federal government, particularly the Defense Department, 
needs to move more rapidly to acquire and integrate breakthrough 
technologies. Processes and bureaucracies developed during the 
industrial age are not optimized for agility and speed. Moreover, peer 
and near-peer competitors, such as China, do not have the same legacy 
systems to overcome and can blur the line between public and private 
sectors through new industrial-military policies. Although moving 
to a flexible institutional culture more accepting of risk is a systemic 
process involving many parts, changes in two areas—finding and 
funding new technologies and talent circulation—will have a more  
immediate effect. 

Notable experiments have been made with more flexible budget 
authorities and the consequent acceptance of more risk. For example, 
at a meeting at which start-ups pitched new ideas to the Air Force, the 
Air Force brought contracting and payment times down from ninety 
days each to under fifteen minutes; the contract involved was only one 
page. The Air Force awarded $3.5 million through a credit card swipe 
to fifty-one start-ups, half of which had never worked with the U.S. 
government before.134

These experiments, however, remain small and inadequate to the 
scale of the challenge. The Defense Innovation Board identifies eighty-
one major software development programs in the DOD, with budgets 
totaling $17.9 billion. Credit card swipes are not going to be enough 
to change the Pentagon’s acquisition process. Congress needs to find 
additional ways to help the DOD and other federal agencies find and 
exploit new technologies at scale in the private sector. Moreover, 
although senior military and intelligence leadership recognize the need 
to streamline bureaucracies and adopt a more risk-taking culture, this 
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attitude has not taken hold in the bureaucratic middle, where many 
operational decisions are made and implemented.

Federal agencies and each of the military services should dedicate 
between 0.5 and 1 percent of their budgets to the rapid integration 
of technology. The heads of each agency should also hire a domain 
specialist deputy for fast-track technologies (for example, data sciences, 
robotics, and genomics) from outside the government for a two- to four-
year assignment. This person would run a program similar to DARPA’s 
Cyber Fast Track project in cyber and robotics, with an assigned budget 
to be used only for contract awards with nontraditional commercial 
partners and a goal of proposal to contract within an average of thirty 
days. Each agency would be expected to report outcomes, including 
reduced times to contract. 

Congress should also allow the services to reprogram up to 
10 percent of their budget in the same year. This flexibility would 
improve their ability to contract with nontraditional defense 
companies, including start-ups, which require faster decisions and 
smaller increments. The funds should champion the emerging defense-
tech sector, which includes a new generation of software-driven defense 
contractors that are developing frontier technologies and want to work 
with the DOD but do not possess the scale of traditional defense firms. 
Congress, working with the services, would need to develop new 
methods of oversight for this high-risk portion of the budget, and the 
DOD would have to create a venture-oriented advisory board to provide 
advice on how to further accelerate adoption of advanced technologies 
from the start-up community.

Changes in budgeting need to be matched with changes in the way 
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talent is developed and acquired. Although the more technologically 
advanced agencies, such as DARPA and NASA, have recruited and 
retained strong specialized talent, in general the government’s ability 
to aggressively adopt new technologies is limited by the number and 
skill of technical people in government. The government is missing out 
on young talent. Data supplied by the Office of Personnel Management 
shows that at the end of FY 2017, less than 3 percent of full-time 
information technology professionals in federal agencies were under 
the age of thirty, while 51 percent were fifty or older.135

Congress should establish a new service academy, the U.S. Digital 
Service Academy, and a Reserve Officer Training Corps for advanced 
technologies (ROTC-T) to foster the next generation of tech talent.  
Like the other federal military academies, the new technology service 
academy would draw talent through a highly competitive process 
and congressional appointments; offer full scholarships; and require 
graduates to serve a period in national service, typically five years. 
Students would pursue studies in mission-critical technology areas 
such as AI, biotechnology, cybersecurity, data analytics, and robotics, 
and after graduation they would commission into either the services 
or the intelligence agencies, Department of Defense, Department of 
Homeland Security, or other government agencies as civil servants.136

Lifelong career paths should be complemented with more short-term, 
flexible options. The White House and Congress should bring people 
from the technology industry into all three branches of the government 
for temporary rotations. They should also develop new fellowships to 
encourage circulation of technologists, military officers, and federal 
officials between the technology sector and the Defense Department. 
For example, the U.S. Digital Service (currently approximately 185 staff 
members) and similar programs should be doubled in size. Scholars at 
Stanford University’s Hoover Institution have suggested establishing 
a Technology Fellows Program that would select fifty of the most 
talented American engineering students graduating from college for 
a one-year, high-impact government placement in which they would 
work directly for senior leaders like the Air Force chief of staff, the 
secretary of defense, or the commander of U.S. forces in the Middle 
East.137 An additional co-op–like program would enable technology 
graduate students to cycle through government as part of their training. 
Industry should define and adopt leave policies for civic service to allow 
tech talent to spend time in government, and technology companies 



67

should commit to hiring more veterans and those who have done public 
service to expose themselves to the national security worldview.

The Defense Department should also expand its programs that 
place military personnel at private companies. Currently, the Secretary 
of Defense Executive Fellows program places four or more officers or 
civilian employees each year in companies and corporations including 
Amazon, Apple, Google, Intel, and Salesforce. The program should 
be expanded, both in size and to smaller, less established companies to 
allow personnel to carry new skills back into their missions.

The Defense Department should maintain the Defense Innovation 
Board. In June 2019, Trump signed an executive order calling on federal 
agencies to evaluate advisory committees and terminate at least one-
third of the current committees.138 But the work of the DIB has been 
critical to identifying bureaucratic barriers to software development, 
technology acquisition, and innovation in the DOD as well as relaying 
high-level private-sector experience and expertise to Pentagon 
leadership. 

In addition to tech expertise coming to policymakers, Washington 
should move to technology centers. Other agencies, as well as 
the armed services, should follow the examples of the Defense 
Department’s Defense Innovation Unit, Department of Homeland 
Security’s Silicon Valley Innovation Program, and National Geospatial 
Intelligence Agency’s Outpost Valley in establishing locations in 
Austin, Texas; Boston, Massachusetts; and Silicon Valley, California, 
as well as other technology hubs such as Silicon Alley (New York 
City), Silicon Beach (Los Angeles), Silicon Prairie (the Midwest), 
and Silicon Slopes (Utah).139 Government outposts like Sofwerx and 
Special Operations Works help ensure that eventual end users are 
involved in the acquisition and development process. They also allow 
for organizational experimentation: some will succeed in developing 
outreach to the venture capital and start-up communities and others 
will fail, allowing DOD leadership to learn what works. 

Bringing tech talent into government is a means both to making 
federal agencies more agile and to shrinking the cultural and political 
divide between the two communities. Common ground between the 
technology community and the defense sector could also be found in a 
push for greater adoption of open-source technologies such as Linux, 
Hadoop, and Kafka in the defense world. Open-source software and the 
cloud have been a force multiplier for the consumer internet, providing 
the benefit of engineers contributing from around the world. The 
adoption of open-source technology in national security efforts has 
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been slow, with Defense Department managers using and protecting 
legacy systems. Building open-source projects would not only bring 
greater efficiency to the Defense Department but would also provide 
opportunities for cultural cross-pollination.

Bridge building may also be easier when industry and the Defense 
Department both target transnational risks, such as cybersecurity or 
election interference. The DOD’s AI strategy, for example, talks of 
forming “open missions” based on global challenges. Specifically, it 
suggests operationalizing AI for humanitarian assistance and disaster 
relief for wildfires, hurricanes, and earthquakes. Other federal agencies 
should look for similar projects that can energize the tech community 
around AI.



69Bolster and Scale Technology Alliances and Ecosystems

In a globalized system of innovation, friends, allies, and collaborators 
are a competitive advantage. Assuming current rates of growth, China 
will pass the United States and become the world’s largest funder of 
R&D sometime after 2030. But one of the great strengths of the U.S. 
innovation system is that it is a central node in a transnational network 
for turning ideas into new products. The United States does not need 
to outspend China dollar for dollar; it has a slew of alliances upon which 
it can call. Collaborative science and technology projects are central to 
long-term competitiveness.

The State and Treasury Departments should create a technology 
alliance to develop common policies for the use and control of emerging 
technologies. Membership would be made up of countries with shared 
concerns about the effects of frontier technologies on international 
stability and democracies, as well as those with significant technological 
capabilities. These include the members of the Five Eyes intelligence-
sharing alliance (the United States, Australia, Canada, New Zealand, 
and the United Kingdom), Estonia, Germany, India, Israel, and Japan. 
At least in the first stage, membership would be limited to ten to fifteen 
countries to facilitate coordination of positions and development of 
concrete actions. The group would work to develop norms of state 
behavior in cyberspace and for AI governance. At issue is not only 
who will develop and deploy new technologies first, but also the values 
embedded within these new technologies and whether they will be used 
to reinforce or undermine democratic societies.

The technology alliance would also develop coordinated national 
export controls, defense trade controls, and investment review 
mechanisms to limit the transfer of multiuse technologies. Without 
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support from other technology centers, export controls and investment 
restrictions will fail and likely damage U.S. commercial interests. 
European, Israeli, Japanese, and South Korean firms can be expected 
to replace American companies in selling to third markets. The 
Information Technology and Innovation Foundation estimates that 
new export controls could create losses of $14.1 billion to $56.3 billion 
in export sales over five years, depending on how restrictive the controls 
are and the degree of international coordination on stopping the flow of 
technology.140

The United States has a history of uneven results in regards to 
export controls on China when there is limited agreement on what 
technologies should be controlled. For example, over the last three 
decades, the United States has had tight controls on the sales of space 
technology to China, yet Beijing has become a space power, launching 
BeiDou, a domestic GPS system; supporting several manned missions 
to space; and landing a vehicle on the dark side of the moon. During 
this same time period, American companies’ share of the commercial 
satellite industry fell from 83 percent in 1999 to 63 percent in 2005 and 
40 percent in 2018.

The line around the next wave of disruptive technologies to be 
controlled should be drawn as finely as possible. For example, much AI 
research is done collaboratively by scientists around the world. High-
tech companies share details of their work, with AI research papers 
published on sites like arXiv and code published on GitHub and other 
repositories.141 Alliance partners will need to agree on distinctions 
between basic and applied research as well as commercial and military 
applications so that controls are as narrow as possible. Basic or 
fundamental research should not be subject to control.

To lead effectively in today’s global technology innovation 
environment, the United States needs to base its technology and 
related national security strategy on an evolving view of global value 
chains. The national security legislative and regulatory framework of 
the United States and its tech alliance partners should address specific 
concerns related to potential adversaries’ controlling supply chains 
associated with the design and production of sensitive hardware and 
software. The tech alliance should establish a clear set of priorities 
for both investment and defense to avoid wasting time and financial 
and political capital on technologies or value-chain activities that do 
not matter at the expense of those with concrete national security 
implications.

To assist with this effort, the White House should facilitate an 
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ongoing dialogue among private-sector, academic, and government 
leaders to identify and categorize technologies that truly have national 
security implications if they fall into the wrong hands. Senators Mark 
Warner (D-VA) and Marco Rubio (R-FL) have introduced a bill to  
create an Office of Critical Technologies and Security in the Executive 
Office of the White House to coordinate policies designed to prevent 
the transfer of dual-use technologies, maintain U.S. technological 
leadership, and ensure supply-chain security.142 Others have suggested 
better policy coordination through the Office of Science and 
Technology Policy. The goal of both efforts is to enable the creation 
and communication of a coordinated response across the government 
and to work with federal regulators, the private sector, state and local 
governments, and academia, as well as with international partners and 
allies.143

The Department of Commerce should work with major trading partners 
to promote the secure and free flow of data and the development of 
common technology standards. Cross-border data flows are essential 
to the modern digital economy. A 2016 McKinsey & Company report 
estimates that global data flows raised global GDP by approximately 3.5 
percent over what it would have been without such flows.144 Moreover, 
one of China’s competitive advantages is the ability to mobilize massive 
pools of data across industries and uses. The movement and sharing of 
data among trade partners would allow their firms to achieve needed 
economies of scale.

But economic and political winds are now blowing away from 
data sharing. Skepticism and fears about how the major technology  
platforms collect and use data is high in the United States and 
Europe. More governments are promoting data-localization 
policies—regulations requiring companies to store and process data 
on servers physically located within national borders—in pursuit of 
privacy, cybersecurity, or economic advantage.145 When the Trump 
administration withdrew the United States from the Trans-Pacific 
Partnership it restricted participants’ ability to require data localization 
and firms to disclose source code, but the administration did secure 
similar protections for cross-border data flows in the U.S.-Mexico-
Canada Agreement (USMCA).

Washington and its partners should look for common principles 
on privacy that would allow for the secure, privacy-protected flow 
of data in the near term, with a longer-term goal of developing new 
multilateral agreements. The United States can build on mechanisms 
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already present in the Asia-Pacific Economic Cooperation forum and 
the U.S.-EU Privacy Shield agreement, which allow for national-level 
privacy protections and data transfer. USMCA’s data provisions and 
protections of source code can also serve as a model. The U.S. trade 
representative should continue to promote protections for cross-border 
flows, source codes, and algorithms in all future trade agreements. In 
the absence of the CPTPP, Washington should also work with allies 
in the World Trade Organization (WTO) to pressure China to adhere 
to WTO rules and responsibilities and end discriminatory industrial 
policies.

Policymakers have also grown increasingly concerned about 
Beijing’s efforts to shape standards in emerging technologies, especially 
5G, AI, and the Internet of Things. In recent years, Beijing has issued 
hundreds of domestic standards, and Chinese technology companies 
have become more active and effective participants in international 
standards-setting forums.146 The standards process in the United 
States has historically been industry-led, and Washington should not 
re-create Beijing’s top-down, national-plan approach. But there may 
be technologies and international forums where U.S. companies could 
use additional government support. NIST should do a comprehensive 
study and suggest standards dialogues for emerging technologies 
where the federal government can play a more active supporting role.147

The Department of Commerce and the U.S. International Development 
Finance Corporation should encourage American start-ups in AI and 
data science, genomics and synthetic biology, quantum information 
systems, and other frontier technologies to invest in, export to, and form 
R&D partnerships with firms in emerging technology ecosystems. The 
goal would be fostering early adopters, developers, and customers who 
will build on U.S. technologies. Most innovation emerges from regional 
ecosystems made up of networks of technology firms, capital markets, 
and research universities. Over the last thirty years, new technology 
hot spots have emerged in places such as Bengaluru, India; Daejeon, 
South Korea; Durban, South Africa; Hsinchu, Taiwan; Lagos, Nigeria; 
Santiago, Chile; and Shenzhen, China. U.S. companies and venture 
capital firms have already developed connections to these hubs. In 1989, 
for example, U.S. multinationals conducted almost 75 percent of their 
foreign R&D in five countries: Canada, France, Germany, Japan, and 
the United Kingdom. By 2014, that number had dropped to 43 percent, 
with China, India, and Israel in particular becoming important new 
sources of talent and ideas.148
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The Department of Commerce and the U.S. International 
Development Finance Corporation should develop targeted tax 
incentives and investment schemes to promote the closer linking of 
emerging technology hot spots. The goal is not only to accelerate 
innovation, increase revenues, and push forward product enhancement 
through the real-world use of technologies. It is also to encourage the 
adoption of U.S. technologies into these tech hubs and compete with 
Beijing’s use of the Belt and Road Initiative to create export markets and 
demand for Chinese digital products. These efforts should be paired 
with incentives and investments from the federal and local governments 
to bolster technology corridors outside of Boston and Silicon Valley, in 
places such as Dayton, Ohio, and Huntsville, Alabama.

The Department of Energy, Department of State, National Institutes 
of Health, National Science Foundation, Office of Science and  
Technology Policy, and other relevant agencies should develop a  
network of international cooperative science and technology 
partnerships, open to governments and the private sector, to apply 
frontier technologies to shared global challenges, such as climate 
change. Federal agencies should not only fund efforts that will include 
cooperation with other nations’ science organizations but should also 
provide R&D and tax incentives for tech firms to form international 
collaborative partnerships. In the past, the United States has used 
atomic energy, space exploration, agricultural production, and other 
collaborative technology projects as foreign policy tools. Scientists and 
scholars worked on projects that not only addressed pressing economic, 
health, environmental, and security challenges but also strengthened 
ties between the United States and its friends and allies. As Nina 
Federoff, former science advisor to Secretaries of State Condoleezza 
Rice and Hillary Clinton, noted, “Science by its nature facilitates 
diplomacy because it strengthens political relationships, embodies 
powerful ideals, and creates opportunities for all.”149

Today, the United States should work with members of the 
technology alliance to develop projects in artificial intelligence and 
data science, advanced battery storage, advanced semiconductors, 
genomics and synthetic biology, 5G, quantum information systems, 
and robotics. An assistant to the president for science, technology, and 
global affairs in the OSTP should coordinate these plans. Technology 
firms and universities should provide guidance to ensure that the 
agreements serve strategic use and address global challenges. Federal 
agencies should set aside a percentage of their budget increases to 
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fund efforts that will include not only cooperation with other nations’ 
science agencies but also incentives for tech firms and universities to 
form international collaborative partnerships.

The DOD, as part of its effort to source innovative technologies, 
could also write contracts with companies in Australia, India, Japan, 
and other allies and partner nations. In 2017, Congress added Australia 
and the United Kingdom to the National Technology and Industrial 
Base, which oversees joint R&D and controlled technology transfer. 
The program, previously limited to the United States and Canada, 
should be further expanded to other technology alliance partners. 
Similarly, the Technical Cooperation Program, which currently 
involves collaboration among the United States, Australia, Canada, 
New Zealand, and the United Kingdom in research on areas such as 
electronic warfare and materials processing, should be expanded to 
other nations.150

When considering the scope of civilian collaborative R&D projects, 
U.S. policymakers should bear in mind that there are costs to painting 
all Chinese technological progress as a threat to the United States or 
its interests. The tech alliance should distinguish between competition 
over multiuse technologies with national security implications and  
more cooperative approaches to targeted technologies. Global 
challenges such as addressing climate change and stopping pandemics 
require technological collaboration, and all will benefit from 
breakthroughs in clean energy, carbon capture, and new vaccines against 
influenza. The alliance should include Chinese agencies, universities, 
and firms in a new multinational initiative that researches several 
targeted technologies, including carbon capture and storage, hydrogen 
fuel from renewables and water technologies, and technologies that 
make food supplies more resilient.
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CONCLUSION

The United States has a long history of innovation, entrepreneurship, 
intellectual freedom, and openness. This innovation has powered the 
U.S. economy and allowed the U.S. military to overmatch potential 
adversaries. But the United States cannot expect the national security 
innovation base to automatically reset itself for the new demands of 
technology competition. Losing the technological edge the United 
States currently has over its competitors will impose significant risks. 
The next wave of breakthroughs will generate economic and military 
advantages for the countries that develop and deploy these technologies 
first. 

Facing the threefold challenge of the accelerating pace of innovation, 
the diffusion of multiple-use technologies, and the rise of China, the 
United States must act now to build a national strategy for sustaining 
American leadership in innovation. As this report has detailed, this 
strategy has four pillars: restoring public support and funding for 
science, attracting and educating the world’s best STEM talent, 
making rapid technological adoption a core competency in the Defense 
Department, and building an international technology alliance. The 
strategy will require rethinking traditional approaches to technology 
development. It will depend on government officials at all levels, the 
private sector, and universities working together to develop new forms 
of cooperation designed for agility and speed. In the end, it will require 
the United States to recommit to science and technology leadership 
and investment. With renewed dedication to a national innovation 
security strategy, the United States can ensure its continued and future 
economic growth and national security.

Conclusion
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ADDITIONAL AND 
DISSENTING VIEWS

The National Laboratories, administered by the Department of 
Energy, are among the crown jewels of research in the United States. 
These seventeen labs began as a result of the increased funding for 
scientific research during World War II. The most well-known lab is 
Los Alamos, where the research into and development of the atomic 
bomb took place. But there is a long list of notable scientific and tech-
nical discoveries across all the labs, including the discovery of twenty- 
two chemical elements, the running of thirty-two of the five hundred 
fastest supercomputers, the provision of computational infrastructure 
for the Human Genome Project, and the development of GPS.151

Each year the National Labs receive roughly $12 billion in funding 
and produce nearly 1,500 inventions and 700 patents.152  The labs also 
support the training of graduate students, with resources unavailable 
anywhere else, including supercomputers and equipment required to 
study high-energy physics, like advanced particle accelerators. 

The effectiveness of the Trump administration’s management and 
oversight of the labs has been called into question. It has recommended 
a 30 percent cut in funding for the National Labs. However, the labs’ sci-
entific track record continues to be strong, and cuts to funding would 
irreversibly harm the foundation these institutions provide to both 
national security and American technological competitiveness.

In line with this report’s recommendations, funding to the labs 
should be increased. The Department of Energy should aggressively 
develop and recruit leaders to invigorate the National Labs with new 
models of research and continue to attract the best talent.

—DJ Patil
joined by Alana Ackerson, Steven A. Denning,  

Laura D’Andrea Tyson, and Jerry Yang

Additional and Dissenting Views
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The Task Force report keenly articulates the importance of bonds 
between the innovation and national security communities, but an 
additional emphasis on the human element is warranted. The growing  
civil-military divide, particularly in coastal technology hubs, has long-
term implications for the United States’ ability to compete. If its public- 
and private-sector leaders have not walked in one another’s shoes, how 
can they navigate thorny issues such as the ethics of AI or collaborate 
closely in times of conflict?

This divide cannot be solved solely through business contracts, and 
the United States needs to restore opportunities for human connections 
between military members and technologists, with the hope that many 
of the latter will choose to serve in uniform for some period or at least 
maintain relationships with those who do.

Organizations like the Defense Digital Service and Defense Innova-
tion Unit have done a tremendous job attracting civilians for short tours 
of service, but to operationalize innovation, the United States needs  
uniformed members to combine tech nativity with the authority  
inherent under Title 10.

Unfortunately, officer accessions from leading American computer 
science and engineering programs have dropped precipitously. In 1960, 
Stanford and MIT each graduated over one hundred ROTC members; 
today, they graduate less than a dozen per year. While these elite schools 
do not hold a monopoly on talent, it is concerning that the U.S. Armed 
Forces cannot attract a meaningful number of graduates from top 
institutions.

In 1980, 64 percent of members of Congress and 59 percent of  
Fortune 500 CEOs were military veterans. Today, those numbers have 
fallen to 19 and 6 percent, respectively. Military service in the United 
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States has become hereditary: according to the DOD’s reporting, 80 
percent of new recruits have veterans in their extended family and 25 
percent have a veteran parent. Given that less than 1 percent of the U.S. 
population currently serves, the United States risks its military ser-
vice being dominated by a narrow class of society; similar trends have  
historically not contributed to democratic stability. Further, most of 
the United States’ military bases in major population centers, such as  
Chicago, Los Angeles, New York, and San Francisco, have been shut-
tered. As a result, nearly half of all military recruits hail from southern 
states.

If these trends go unchecked, the United States will lack the human 
bridges between innovation and national security necessary to maintain 
competitiveness. I submit two specific recommendations to renew those 
bridges:

1. Reopen military bases in technology centers, such as Boston and San 
Francisco. The human relationships between military families and their 
civilian neighbors are a powerful way of exposing technologists to the 
military and helping cut through false narratives. This is my personal 
story: I was the first in my family to join the armed forces, and the fact 
that I grew up in a town with a large air force base is not a coincidence.

2. Expand the size of the reserve component, including each branch’s 
reserves and the Army and Air National Guard. The flexible career paths 
offered by the reserve component can be quite attractive for recruits who 
are interested in uniformed service but also have significant private- 
sector opportunities.

—Raj M. Shah
joined by Alana Ackerson and Steven A. Denning

Innovation is crucial to U.S. national competitiveness and national secu-
rity. The United States needs to invest significantly more in research 
and development, and it must do so quickly. A moonshot approach  
linking greater investment to solving major societal challenges will both 
garner the necessary public support and foster the essential precom-
petitive partnerships among government, industry, and academia. One 
of these challenges is climate change, which is now recognized by the 
national security establishment as a major risk. The United States used a 
moonshot approach to respond to the Sputnik challenge and to win the 
race to the moon. Now it needs a moonshot approach to save the planet, 
and time is running out.   

Additional and Dissenting Views
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Climate change is another area of research in which the United States 
and China share common interests and can work together to defuse 
escalating tensions. China has become both a formidable economic  
competitor and a growing national security concern for the  
United States. China’s goal is to become a global leader in  
transformative technologies like artificial intelligence, 5G, advanced  
semiconductors, and quantum computing, and to shape both the  
global economy and national security in the future. The United  
States can only succeed in mitigating the dangers posed by  
China’s industrial policies if it innovates faster. Weaponizing restrictive 
trade and foreign investment policies may slow China’s technological  
advance but will not stop it. Indeed, such an approach is likely to 
cause China to redouble its efforts to reduce its dependence on U.S.  
technology, and will certainly impose sizable costs on U.S. companies  
and the U.S. innovation ecosystem. Given the deep economic ties  
developed between the United States and China over the last thirty 
years, U.S. efforts to decouple the two economies to restrict China’s 
technological rise should proceed with extreme caution, using only 
selective national security restrictions on trade and investment in  
targeted technologies deemed essential to national security. Such 
restrictions should be imposed not unilaterally but in cooperation with  
U.S. allies and through the WTO and other global institutions.

A smart competition policy with China should be a mixture of  
competition and cooperation.153 During the Obama administration, 
the United States and China developed a constructive collaboration on  
climate change. Indeed, the success of the Paris Agreement was built 
on a bilateral U.S.-China agreement on carbon emissions targets.  
Tragically, the United States, by unilaterally withdrawing from the 
agreement, abandoned its leadership of the strongest current global 
effort to address the huge costs and risks of intensifying climate  
change and dismantled one of the most fruitful areas of U.S.- 
China research and technology cooperation. Fostering technological 
breakthroughs to stem climate change should be the focus of one of the 
cooperative technology partnerships or alliances recommended in this 
report, and the United States should invite China to participate.

Finally, it should be noted that for technologies deemed of critical  
importance to national security, a reliable supply chain is essential.  
For some products, that may mean that the United States will have to  
develop its own supply sources, in some cases relying on production in 
U.S. locations by U.S. companies or companies headquartered in allied 
countries. For technologies critical to national security, the United  
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States should rethink its reliance on dual-use or multipurpose technol-
ogies developed and produced by American multinational companies 
that are deeply embedded in global supply chains and depend on global 
production facilities and trade for significant shares of their global 
revenues.

—Laura D’Andrea Tyson
joined by Alana Ackerson, Steven A. Denning, and Jerry Yang

Additional and Dissenting Views
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AI 
artificial intelligence

BRI 
Belt and Road Initiative

CFIUS 
Committee on Foreign 
Investment in the United States

CPTPP 
Comprehensive and Progressive 
Agreement for Trans-Pacific 
Partnership

DARPA 
Defense Advanced Research 
Projects Agency

DDS 
Defense Digital Service

DHS 
Department of  
Homeland Security

DIB 
Defense Innovation Board

DIU 
Defense Innovation Unit

DOD 
Department of Defense

DOE 
Department of Energy

DREAM Act 
Development, Relief, and 
Education for Alien Minors Act

FCC 
Federal Communications 
Commission

FIRRMA 
Foreign Investment Risk Review 
Modernization Act

GDP 
gross domestic product

GPS 
Global Positioning System 
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ICT 
information and 
communications technology

IP 
intellectual property

JAIC 
Joint Artificial Intelligence 
Center

NDAA 
National Defense  
Authorization Act

NDEA 
National Defense Education Act 

NIH 
National Institutes of Health

NIST 
National Institute of Standards 
and Technology

NSS 
National Security Strategy

NSF 
National Science Foundation

OAI 
Office of American Innovation

OECD 
Organization for Economic 
Cooperation and Development

OSTP 
Office of Science and  
Technology Policy

R&D 
research and development

STEM 
science, technology, engineering, 
and mathematics

VC 
venture capital

WTO 
World Trade Organization
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GLOSSARY

additive printing
The manufacturing of solid, three-dimensional objects by adding 
together layers of material (such as plastic); also known as 3-D printing.

artificial intelligence (AI)
A branch of computer science dealing with the simulation of intelligent 
behavior in computers.

basic research
The systematic study of the fundamental aspects of phenomena and 
observable facts, without specific applications toward processes or 
products.

biotechnology
Technology that harnesses biological systems or living organisms to 
solve problems and develop products.

Committee on Foreign Investment in the United States
A federal interagency committee authorized to review certain trans-
actions involving foreign investment in the United States to determine 
the effects of such transactions on U.S. national security.

cybersecurity
The prevention of damage to, unauthorized use of, and exploitation of 
electronic information and communications systems, and their resto-
ration when compromised, in order to strengthen the confidentiality, 
integrity, and availability of these systems. 
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encryption
The transformation of data (called “plaintext”) into a form (called 
“ciphertext”) that conceals the data’s original meaning to prevent it 
from being understood or used.

exascale supercomputer
A computer with an operating speed of one quintillion (one billion 
billion) calculations per second. Such a computer can analyze massive 
volumes of data quickly and realistically model and simulate complex 
processes.

5G
Fifth-generation cellular networks. The term is also used as shorthand 
for the technologies involved in the workings of such a network, includ-
ing the radio frequencies used and the ways in which components, such 
as computer chips and antennae, handle radio signals and exchange 
data. 

genomics
Comprehensive methods for studying the molecular biology of genes, 
cells, and physiology.

H-1B visa
An employment-based visa that allows U.S. employers to temporar-
ily employ foreign workers in specialty occupations or in research 
and development projects administered by the U.S. Department of 
Defense.
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hydraulic fracturing (fracking)
Injection of a fluid at high pressure into an underground rock formation 
to open fissures and allow trapped gas or crude oil to flow through a 
pipe to a wellhead at the surface.

information technology (IT)
The development, maintenance, study, and use of computer systems, 
software, and networks for the storing, processing, and distribution of 
data. 

intellectual property (IP)
Creations of the mind such as musical, literary, and artistic works; 
inventions; and symbols, names, images, and designs used in com-
merce, including copyrights, trademarks, and patents. Under intellec-
tual property law, the holder of one of these abstract “properties” has 
certain exclusive rights to it.

legacy system
A computer system, programming language, software application, 
or other technology that is outdated or can no longer receive support 
and maintenance but is essential for organizations or companies and 
cannot easily be replaced or updated.

moonshot
An ambitious, exploratory, and potentially groundbreaking project 
undertaken with high risk and without expectation of immediate prof-
itability or benefit. The term is derived from the U.S. Apollo 11 space-
flight mission.

open-source technology
Technology in which the source code is made publicly available, which 
allows for its modification and free redistribution. This is in contrast 
to closed-source or proprietary practices, in which the source code is 
secret. 

quantum information
A field of science and technology that draws from the disciplines of 
physical science, mathematics, computer science, and engineering. 
The field’s aim is to determine how fundamental laws of physics can be 
harnessed to dramatically improve the acquisition, transmission, and 
processing of information. 
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robotics
An engineering discipline dealing with the design, construction, and 
operation of any automatically operated machine that replaces human 
effort. The machine need not resemble human beings in appearance or 
perform functions in a humanlike manner. 

seed-stage funding
The initial capital invested in the early development of a business or 
product, and the first of four official equity funding stages for start-ups.

seismic imaging
The process of directing an intense sound underground and recording 
the sound waves as they echo within the earth. Data processing then 
turns the recordings into images of geologic structures, with the goal of 
evaluating conditions underground.

semiconductor
Any of a class of crystalline solids that in terms of electrical conductiv-
ity are intermediate between a conductor and an insulator. Semicon-
ductors are used in manufacturing various kinds of electronic devices, 
including diodes, transistors, and integrated circuits.

Series A investment
Funding in a privately held start-up company after it has shown prog-
ress in building its business model and demonstrated the potential to 
grow and generate revenue. This follows the initial seed-stage funding 
and precedes Series B and C investments.

spectrum
The entire distribution of electromagnetic radiation, ordered accord-
ing to frequency or wavelength. The spectrum includes several dis-
tinct portions, based on differences in behavior in the waves’ emission, 
transmission, and absorption and their practical applications. In wire-
less technology, spectrum refers to the radio portion of the electro-
magnetic spectrum, ranging from low-band (frequency of less than 
one gigahertz) to high-band (twenty-four to fifty gigahertz). Mid-band 
spectrum is typically one to six gigahertz.

Sputnik
Any of a series of ten artificial Earth satellites that the Soviet Union 
launched starting on October 4, 1957, inaugurating the space age. 
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Sputnik 1, the first human-launched satellite, was seen as a tipping point 
in the Space Race, the technological competition between the United 
States and Soviet Union that constituted part of the Cold War.

synthetic biology
A field of research in which the main objective is to create fully opera-
tional biological systems from the smallest constituent parts possible, 
including DNA, proteins, and other organic molecules. 

techno-nationalism
The practice of asserting national strength through technological 
supremacy and investment in industries of the future. 

venture capital
Financing that investors provide to start-up companies and small busi-
nesses that are believed to have long-term growth potential. Funding is 
done in rounds, potentially with multiple investors. 
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TASK FORCE MEMBERS

Task Force members are asked to join a consensus signifying that they 
endorse “the general policy thrust and judgments reached by the group, 
though not necessarily every finding and recommendation.” They 
participate in the Task Force in their individual, not their institutional, 
capacities.

Alana Ackerson is cofounder and chief people officer at Figure, where 
the primary mission is to build and promote self-sufficient, independent 
blockchain solutions to eliminate rent-seeking and facilitate innovation 
in financial services. Ackerson also held the position of chief executive 
officer of the Thiel Foundation, where she led the organization’s efforts 
to support the next generation of entrepreneurs and promote radical 
scientific and technological innovations. Previously, she served as 
partner and president of Cabezon Investment Group and vice president 
of SoFi. Ackerson holds a BA in science, technology, and society from 
Stanford University, an MA in philosophical and systematic theology 
from the Graduate Theological Union, Berkeley, and a doctorate of 
ministry with a focus on technology and faith from San Francisco 
Theological Seminary.

Doug Beck is vice president, Americas and Northeast Asia, for 
Apple. Previously, he was based in Tokyo and led Apple’s businesses 
in northeast Asia. Beck joined Apple in 2009 from Charles Schwab, 
where he was senior vice president and chief strategy officer. Before 
Schwab, he was a partner at McKinsey & Company. Beck is an officer in 
the U.S. Navy Reserve and served from 2006 through 2007 in Iraq and 
Afghanistan with a joint special operations task force. He was awarded 
the Bronze Star Medal, Combat Action Ribbon, and Presidential Unit 
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Citation. He currently leads the joint reserve component of the Defense 
Innovation Unit. As a civilian, Beck serves as an executive advisor to the 
chief of naval operations and special operations community leadership 
and as an informal advisor to senior Defense Department leaders. 
Beck is a member of the boards of directors of the Center for a New 
American Security and Association of American Rhodes Scholars, and 
of the board of advisors of Yale University’s Jackson Institute for Global 
Affairs. He holds a BA from Yale and an MPhil in international relations 
from Oxford University, where he was a Rhodes scholar.

Nicholas F. Beim is a partner at Venrock, a venture capital firm, where 
he focuses on artificial intelligence, software, and financial technology 
investments. His investments include Dataminr, a real-time AI platform 
that identifies critical breaking information from publicly available data 
sets; Percipient.ai, an advanced computer vision and machine learning 
analytics platform for national and corporate security; and Chisel.ai, an 
enterprise platform for a new class of intelligent insurance applications. 
Beim works actively with In-Q-Tel, the Defense Innovation Unit, and 
DARPA to accelerate innovation in the national security area. He also 
serves on the board of Endeavor, a nonprofit organization that supports 
high-growth entrepreneurs in emerging market countries, and on the 
advisory board of Columbia University’s Center on Global Energy 
Policy.

Jim Breyer is the founder and CEO of Breyer Capital, a venture capital 
firm based in Menlo Park, California. Breyer has been an early investor in 
over forty technology companies that have completed successful public 
offerings or mergers. Many of these investments returned over one 
hundred times their cost, and more than a dozen returned over twenty-
five times their cost. Breyer is also the co-chairman of IDG Capital, 
based in Beijing, with offices in Guangzhou, Hangzhou, Hong Kong, 
and Shanghai. He serves on the board of directors of Blackstone and 
previously served as an investor or lead director at Dell, Etsy, Facebook, 
Marvel Entertainment, 21st Century Fox, Walmart, and many other 
successful technology and media companies. He is also the chairman 
of the advisory board of Tsinghua University’s School of Economics 
and Management. He is a fellow of the Harvard Corporation, Harvard 
University’s senior governing board. Breyer is also a volunteer and board 
member at several philanthropic organizations, including Stanford 
University’s Institute for Human-Centered Artificial Intelligence, of 
which he is a founding member.
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Steven A. Denning is the chairman of General Atlantic (GA), which he 
has helped build into a leading global growth equity firm with over $30 
billion in capital under management and fourteen offices worldwide. 
Denning joined GA in 1980 after working with McKinsey & Company. 
He previously served for six years in the U.S. Navy before attending 
business school. Denning serves on many boards, including at the 
Bridgespan Group, Council on Foreign Relations, Markle Foundation, 
Blue Meridian Partners, National Park Foundation, College Advising 
Corps, and Carnegie Endowment for International Peace. At Stanford 
University, he is chair of the Global Advisory Council to the President, 
advisory council of the Freeman Spogli Institute, and Natural Capital 
Advisory Council; he is also a member of Stanford’s Knight-Hennessy 
Scholar Program advisory board and the advisory councils of the 
Stanford Distinguished Careers Institute and Institute for Human-
Centered Artificial Intelligence. He is the former chair of Stanfords 
board of trustees and the advisory council at the Stanford Graduate 
School of Business. He is a director of Engility Corporation. Denning 
holds a BS from the Georgia Institute of Technology, an MS from the 
Naval Postgraduate School, and an MBA from the Stanford Graduate 
School of Business.

Regina E. Dugan is an internationally recognized business executive. 
She has led world-class global teams and hundred-million- to 
multibillion-dollar efforts to deliver breakthrough products at Facebook, 
Google, Motorola, and DARPA. She was the nineteenth director of 
DARPA, and the first woman director. Dugan has been described by 
Fortune as one of the world’s leading experts on product innovation. 
She has been named to the Verge 50 list, Fast Company’s Most Creative 
People in Business 1000, the CNN 10: Thinkers, and CNBC’s Next List. 
Dugan is coauthor of the Harvard Business Review (HBR) cover article 
“‘Special Forces’ Innovation: How DARPA Attacks Problems” and was 
a 2013 HBR McKinsey Award finalist. She has spoken at events including 
the Code Conferences D9 and D11, the Washington Post summit on 
U.S. competitiveness, and TED, where her 2012 talk was one of the 
top ten trending Twitter topics worldwide. She holds a BS/MS from 
Virginia Tech, where she was inducted to the Academy of Engineering 
Excellence, and a PhD from the California Institute of Technology.

Reid Hoffman is a partner at Greylock Partners and an accomplished 
entrepreneur, executive, and investor. He joined Greylock in 2009 
from LinkedIn, which he cofounded in 2003. He serves on the boards 
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of Airbnb, Apollo Fusion, Aurora, Coda, Convoy, Entrepreneur First, 
Gixo, Microsoft, Nauto, Xapo, and several early-stage companies. 
Hoffman also serves on a number of nonprofit boards, including at Kiva, 
Endeavor, CZI Biohub, Do Something, Stanford’s Institute for Human-
Centered Artificial Intelligence, and the MacArthur Foundation’s 
100&Change. He is the host of the podcast Masters of Scale, the first 
American media program to commit to a fifty-fifty gender balance 
for featured guests. Hoffman is the coauthor of two New York Times 
best-selling books, The Start-Up of You: Adapt to the Future, Invest in 
Yourself, and Transform Your Career and The Alliance: Managing Talent 
in the Networked Age. His newest book is Blitzscaling: The Lightning-Fast 
Path to Building Massively Valuable Companies. He is an Aspen Institute 
Crown fellow, a Marshall scholar at Oxford, and a graduate of Stanford 
University.

Amir Husain is the founder and CEO of the artificial intelligence 
company SparkCognition, a position he has held since 2013. In 
November 2018, he became founding CEO of SkyGrid, a Boeing and 
SparkCognition joint venture that is building an aerial operating system 
to power the next century of aviation. Husain is a serial entrepreneur, 
technologist, and author based in Austin, Texas. He has been named 
Austin’s Top Technology Entrepreneur of the Year by EY, was listed 
as an Onalytica Top 100 Artificial Intelligence Influencer, and received 
the Austin Under 40 Technology and Science Award, among other 
accolades. Husain serves on the board of advisors for the computer 
science department at the University of Texas, Austin, and is a member 
of the Center for a New American Security Task Force on Artificial 
Intelligence and National Security. Husain has been awarded twenty-
seven U.S. patents and has several pending applications. His work has 
been featured in outlets such as Foreign Policy, Fox Business News, and 
the U.S. Naval Institute’s Proceedings. He is the author of the best-selling 
book The Sentient Machine: The Coming Age of Artificial Intelligence and 
a coauthor of Hyperwar: Conflict and Competition in the AI Century.

Nicole Y. Lamb-Hale is a managing director in the business 
intelligence and investigations practice of Kroll, a division of Duff & 
Phelps. Lamb-Hale is based in the Washington, DC, office, where 
her areas of focus include investigative due diligence in mergers and 
acquisitions transactions, regulatory compliance matters, and market 
entry support. Representative matters include regulatory due diligence 
and consulting in the context of national security, including matters 
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related to the Committee on Foreign Investment in the United States, 
export controls, and sanctions; and global investigative due diligence on 
potential investors, joint venture partners, and supply chain partners. 
Lamb-Hale joined Kroll from Albright Stonebridge Group, where 
she was senior vice president. Previously, she served as an assistant 
secretary of commerce in the International Trade Administration at 
the U.S. Department of Commerce. As the department’s principal on 
CFIUS, Lamb-Hale represented the department’s interests in some of 
the most significant matters before CFIUS in recent history. Lamb-Hale 
leverages her understanding of the nuances of CFIUS and other U.S. 
government national security regulatory regimes for the benefit of her 
clients. She earned her AB from the University of Michigan and her JD 
from Harvard Law School.

Eric S. Lander is president and founding director of the Broad 
Institute of Massachusetts Institute of Technology (MIT) and Harvard 
University. A geneticist, molecular biologist, and mathematician, he 
is a professor of biology at MIT and a professor of systems biology at 
Harvard Medical School. From 2009 to 2017, Lander served as co-chair 
of the President’s Council of Advisors on Science and Technology. 
He has played a pioneering role in the reading, understanding, and 
biomedical application of the human genome and was a principal leader 
of the Human Genome Project. His honors include the MacArthur 
Fellowship, Gairdner Foundation Award, Dan David Prize, and 
Breakthrough Prize in Life Sciences.

James Manyika is a senior partner at McKinsey & Company and 
chairman of the McKinsey Global Institute (MGI). At MGI he has 
led research and published on the digital economy, AI, future of work, 
and growth and productivity. Manyika has previously served as vice 
chair of the Global Development Council at the White House, on the 
U.S. Commerce Department’s Digital Economy Board, and on the 
National Innovation Advisory Board. He also serves on the board of the 
Broad Institute. He is a distinguished fellow of the Stanford Institute 
for Human-Centered Artificial Intelligence and a fellow at DeepMind 
and the American Academy of Arts and Sciences. He was a nonresident 
senior fellow in economic studies at the Brookings Institution, a member 
of the Programming Research Group and the Robotics Research Lab 
at Oxford University, a fellow of Balliol College, a visiting scientist at 
NASA Jet Propulsion Labs, and a faculty exchange fellow at MIT. A 
Rhodes scholar, Manyika received his BSc in electrical engineering from 
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the University of Zimbabwe as an Anglo-American scholar and his 
DPhil, MSc, and MA from Oxford University in robotics, mathematics, 
and computer science.

William H. McRaven is a professor of national security at the 
University of Texas, Austin’s Lyndon B. Johnson School of Public 
Affairs, a retired U.S. Navy four-star admiral, and the former chancellor 
of the University of Texas (UT) system. He is also a leadership consultant, 
and maintains writing, speaking, and board commitments. During his 
time in the military, McRaven commanded special operations forces 
at every level, eventually taking charge of the U.S. Special Operations 
Command. As chancellor of the UT system, he led one of the nation’s 
largest and most respected systems of higher education. McRaven is 
a national authority on U.S. foreign policy and has advised Presidents 
George W. Bush and Barack Obama and other U.S. leaders on defense 
issues. In 2018, he received the Judge William H. Webster Distinguished 
Service Award for a lifetime of service to his nation. In 2016, McRaven 
was named the recipient of the Ambassador Richard M. Helms Award 
by the CIA Officers’ Memorial Foundation, and in 2015 he received the 
Intrepid Freedom Award for his distinguished service in defending the 
values of democracy. McRaven graduated from the University of Texas, 
Austin, with a degree in journalism and received his master’s degree 
from the Naval Postgraduate School in Monterey.  

Mira Patel is the lead for economic opportunity, including blockchain 
policy outreach, at Facebook. She previously served in the Obama 
administration, where she built multimillion-dollar partnerships and 
advised cabinet officials, including Secretary of State Hillary Rodham 
Clinton, on foreign affairs and economic policy. Patel serves on the 
Council on Foreign Relations’ Term Member Advisory Board. She 
was formerly a Chan Zuckerberg Initiative fellow, Atlantic Council 
millennium fellow, and Point Foundation scholar. She holds a BA from 
Wellesley College and an MBA from the University of Pennsylvania’s 
Wharton School.

DJ Patil is the head of technology at Devoted Health, a senior fellow 
at the Harvard Kennedy School’s Belfer Center for Science and 
International Affairs, and an advisor to Venrock Partners. Patil was 
appointed by President Obama to be the first U.S. chief data scientist, 
where he established new health-care programs and criminal justice 
reforms and led national data efforts. He led the product teams at 
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RelateIQ and was a founding board member for Crisis Text Line. He 
previously served as chief scientist, chief security officer, and head of 
the analytics and data product teams at LinkedIn, and has also worked 
at Skype, PayPal, and eBay. As a member of the faculty at the University 
of Maryland, Patil helped start a major research initiative on numerical 
weather prediction. He has served as an American Association for the 
Advancement of Science science and technology policy fellow for the 
Department of Defense, co-chaired a major review of U.S. efforts to 
prevent bioweapons proliferation in Central Asia, and cofounded the 
Iraqi Virtual Science Library. In 2014 he was named a young global leader 
by the World Economic Forum. He has been awarded the Department 
of Defense Medal for Distinguished Public Service by Secretary of 
Defense Ash Carter for his national security efforts.

L. Rafael Reif is the seventeenth president of MIT, where he has 
fostered the growth of MIT’s nonprofit online platform, edX, and helped 
MIT pioneer the role that online learning and credentials will play in the 
future of higher education. He created the MIT Innovation Initiative; 
established the Environmental Solutions Initiative, Abdul Latif Jameel 
World Education Laboratory, Abdul Latif Jameel World Water and 
Food Security Lab, and Abdul Latif Jameel Clinic for Machine Learning 
in Health; issued the MIT Plan for Action on Climate Change; and 
launched the Engine, a specialized “tough tech” accelerator. Reif’s other 
major priorities include the Kendall Square Initiative, an ambitious 
redevelopment plan powered by MIT; the MIT-IBM Watson AI Lab; the 
MIT Quest for Intelligence; the Task Force on the Work of the Future; 
and the MIT Stephen A. Schwarzman College of Computing, the most 
significant reshaping of the institute since the 1950s. Last summer, Reif 
wrote an op-ed in the New York Times about U.S. technology leadership 
and the emergence of China. He has been a member of the MIT faculty 
since 1980.

Eric Schmidt is technical advisor to Alphabet, where he advises  
its leaders on technology, business, and policy issues. Schmidt  
joined Google in 2001 and helped grow the company from a 
Silicon Valley start-up to a global leader in technology. He served as  
Google’s chief executive officer from 2001 to 2011 and executive 
chairman from 2011 to 2018, alongside founders Sergey Brin and  
Larry Page. Under his leadership, Google dramatically scaled its 
infrastructure and diversified its product offerings while maintaining a 
culture of innovation. Schmidt serves on the boards of the Mayo Clinic 
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and Broad Institute, among others. His philanthropic efforts through the 
Schmidt Family Foundation focus on climate change, including support 
of ocean and marine life studies at sea, and education, specifically 
research and technology in the natural sciences and engineering. He is 
the founder of Schmidt Futures, a venture facility that helps people do 
more for others by applying science and technology thoughtfully and 
working together across fields. He is the coauthor of The New Digital 
Age: Transforming Nations, Businesses, and Our Lives; How Google Works; 
and Trillion Dollar Coach: The Leadership Playbook of Silicon Valley’s Bill 
Campbell.

Adam Segal is the Ira A. Lipman chair in emerging technologies and 
national security and director of the Digital and Cyberspace Policy 
program at CFR. Previously, Segal was an arms control analyst for 
the China Project at the Union of Concerned Scientists. He has been 
a visiting scholar at Stanford University’s Hoover Institution, MIT’s 
Center for International Studies, the Shanghai Academy of Social 
Sciences, and Tsinghua University in Beijing. He has taught at Vassar 
College and Columbia University. He is the author of The Hacked 
World Order: How Nations Fight, Trade, Maneuver, and Manipulate in the 
Digital Age, which describes the increasingly contentious geopolitics 
of cyberspace; Advantage: How American Innovation Can Overcome the 
Asian Challenge; and Digital Dragon: High-Technology Enterprises in 
China. His work has appeared in the Economist, Financial Times, Foreign 
Affairs, Foreign Policy, and Wall Street Journal, among others, and he has 
written articles and book chapters on Chinese technology policy. Segal 
has a BA and PhD in government from Cornell University and an MA in 
international relations from Tufts University’s Fletcher School of Law 
and Diplomacy.

Raj M. Shah is the cofounder and chairman of Arceo.ai, a cybersecurity 
start-up. He is also a visiting fellow at Stanford’s Hoover Institution. 
Previously, he was the managing partner of the Pentagon’s Defense 
Innovation Unit Experimental (DIUx), reporting to the secretary of 
defense. Shah led DIUx in its efforts to strengthen U.S. armed forces 
through contractual and cultural bridges between Silicon Valley and 
the Pentagon. Before that, Shah was senior director of strategy at Palo 
Alto Networks, which acquired Morta Security, where he had been 
chief executive officer and cofounder. He began his business career 
as a consultant with McKinsey & Company. Shah serves as an F-16 
pilot in the Air National Guard and has completed multiple combat 
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deployments. He holds an AB from Princeton University and an MBA 
from the University of Pennsylvania’s Wharton School.

Laura D’Andrea Tyson is a distinguished professor of the Graduate 
School and faculty director of the Institute for Business and Social 
Impact at the Haas School of Business at the University of California 
(UC), Berkeley. She chairs the board of trustees of UC Berkeley’s Blum 
Center for Developing Economies. From July to December 2018, she 
served as interim dean of the Haas School. Previously, she was the dean 
of the London Business School from 2002 to 2006 and of the Haas 
School from 1998 to 2001. Tyson was a member of the U.S. Department 
of State’s Foreign Affairs Policy Board, as well as the Council on Jobs 
and Competitiveness and President’s Economic Recovery Advisory 
Board, both under President Obama. She served in the Bill Clinton 
administration as the director of the National Economic Council from 
1995 to 1996 and as chair of the Council of Economic Advisers from 
1993 to 1995. She is a member of the boards of directors of AT&T, CBRE 
Group, Lexmark International, and Apex Swiss Holdings. Tyson is the 
coauthor of Leave No One Behind, a report for the United Nation’s High-
Level Panel on Women’s Economic Empowerment.

Jerry Yang is the founding partner of the innovation investment firm 
AME Cloud Ventures, through which he works with and invests in 
technology entrepreneurs. He cofounded Yahoo! in 1995 and served on 
the board of directors until 2012. While at Yahoo he led several initiatives, 
including two of the biggest investments in the internet sector: Yahoo 
Japan and Alibaba. Yang serves as a director on the boards of Workday, 
Lenovo, and Alibaba. He also serves on a number of his portfolio boards, 
including Docker and DiDi; on Stanford University’s board of trustees; 
and on the boards or advisory councils of the National Committee on 
U.S.-China Relations, Brookings China Center, and Committee of 100. 
Yang holds BS and MS degrees in electrical engineering from Stanford 
University. He is widely recognized as a visionary and pioneer in the 
internet technology sector.

Task Force Members



110

Observers participate in Task Force discussions but are not asked to 
join the consensus. They participate in their individual, not their insti-
tutional, capacities. 

Amy Myers Jaffe is the David M. Rubenstein senior fellow for energy 
and the environment and director of the program on Energy Security 
and Climate Change at CFR. An expert on global energy policy, 
geopolitical risk, and energy and sustainability, Jaffe previously served 
as executive director for energy and sustainability at the University of 
California, Davis, and senior advisor for energy and sustainability in 
the office of the chief investment officer of the University of California’s 
board of regents. Before joining UC Davis, Jaffe served as founding 
director of the Energy Forum at Rice University’s Baker Institute for 
Public Policy. She has taught energy policy, business, and sustainability 
courses at Rice University, UC Davis, and Yale University. Jaffe is widely 
published, including as coauthor of Oil, Dollars, Debt and Crises: The 
Global Curse of Black Gold with Mahmoud El-Gamal and coeditor of 
Natural Gas and Geopolitics From 1970 to 2040. She is chair of the steering 
committee of the Women in Energy Initiative at Columbia University’s 
Center for Global Energy Policy. Jaffe was awarded the Senior Fellow 
Award from the U.S. Association for Energy Economics in 2015 for her 
career contributions.

Gayle Tzemach Lemmon is an adjunct senior fellow at CFR and 
partner and chief marketing officer at Shield AI, a technology firm 
specializing in AI for national defense. She is the author of the New 
York Times best sellers Ashley’s War: The Untold Story of a Team of 
Women Soldiers on the Special Ops Battlefield and The Dressmaker of 
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Khair Khana, about an entrepreneur who supported her community 
under the Taliban. Ashley’s War is currently being developed into a film. 
Lemmon’s next book, set in northeastern Syria, is slated for publication 
in 2020. Lemmon began writing about economic stability in conflict 
and postconflict zones after a decade covering politics at the ABC 
News Political Unit. She also led public policy analysis for the global 
investment firm PIMCO during the 2008 financial crisis. Her work 
from Afghanistan, Liberia, Rwanda, Syria, and beyond has appeared 
in the Atlantic, Foreign Affairs, and Harvard Business Review, among 
others. A board member of Mercy Corps and a member of the Bretton 
Woods Committee, Lemmon speaks Spanish, German, and French and 
is conversant in Dari and Kurmanji. She holds an MBA from Harvard 
Business School.

Stewart M. Patrick is the James H. Binger senior fellow in global 
governance and director of the International Institutions and Global 
Governance program at CFR. From 2005 to 2008, he was a research 
fellow at the Center for Global Development, where he directed research 
and policymaking at the intersection of security and development. 
Patrick has also served on the U.S. State Department’s policy planning 
staff, with lead staff responsibility for U.S. policy toward Afghanistan 
and a range of global and transnational issues. Before his government 
service, Patrick was a research associate at the Center on International 
Cooperation at New York University (NYU). He has taught at Johns 
Hopkins University’s School of Advanced International Studies and 
NYU. Patrick is the author of The Sovereignty Wars: Reconciling America 
With the World. He has also written, cowritten, or edited five other books, 
including Weak Links: Fragile States, Global Threats, and International 
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Security. Additionally, Patrick writes the Internationalist blog for CFR. 
He graduated from Stanford University and received two MA degrees 
and a PhD in international relations from Oxford University, where he 
was a Rhodes scholar.

Anya Schmemann (ex officio) is Washington director of global 
communications and outreach and director of the Independent Task 
Force Program at CFR. She recently served as assistant dean for 
communications and outreach at American University’s School of 
International Service. At CFR, Schmemann has overseen over fourteen 
high-level Task Forces on a range of topics, including the future of work, 
Arctic strategy, nuclear weapons, climate change, immigration, trade 
policy, and internet governance, and on U.S. policy toward Afghanistan, 
Brazil, North Korea, Pakistan, and Turkey. Schmemann previously 
managed communications at the Harvard Kennedy School’s Belfer 
Center for Science and International Affairs and administered the 
Caspian Studies program there. She coordinated a research project 
on Russian security issues at the EastWest Institute and was assistant 
director of CFR’s Center for Preventive Action, focusing on the Balkans 
and Central Asia. Schmemann received a BA in government and an 
MA in Russian studies, both from Harvard University, and she was a 
Truman national security fellow.
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For the past three-quarters of a century, the United States has led the world in 
technological innovation and development. The nation now risks falling behind 
its competitors, principally China. The United States needs to advance a national 
innovation strategy to ensure it remains the predominant power in a range of 
emerging technologies. Innovation and National Security: Keeping Our Edge outlines a 
strategy based on four pillars: restoring federal funding for research and development, 
attracting and educating a science and technology workforce, supporting technology 
adoption in the defense sector, and bolstering and scaling technology alliances and 
ecosystems. Failure could lead to a future in which rivals strengthen their militaries 
and threaten U.S. security interests, and new innovation centers replace the United 
States as the source of original ideas and inspiration for the world.

The Council on Foreign Relations (CFR) sponsors Independent Task Forces 
to assess issues of current and critical importance to U.S. foreign policy and 
provide policymakers with concrete judgments and recommendations. Diverse 
in backgrounds and perspectives, Task Force members aim to reach a meaningful 
consensus on policy through private deliberations. Once launched, Task Forces are 
independent of CFR and solely responsible for the content of their reports. Task Force 
members are asked to join a consensus signifying that they “endorse the general policy 
thrust and judgments reached by the group, though not necessarily every finding and 
recommendation.” Each Task Force member also has the option of putting forward  
an additional or a dissenting view.
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